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Preface

This book is a possible foundation for the mathematics of blockchain. More specif-
ically, it is a general analysis and synthesis of the current knowledge around the
mathematics of blockchain technology. The goal of this study is much more than a
review: gathering the main content into one general theoretical framework on
blockchain, so that any mathematization of it could start from the content of this
book. Specifically, after motivating mathematical aspects, we will set the basis of a
blockchain: blocks, transaction contents, block header, nonce, and hashing link. We
will connect this with a Graph and Matrix Theories approach, in order to model the
peer-to-peer relationship through the Bitcoin Network. We will present a generali-
zation of the used Merkle trees, expose digit patterns from the halving process, and
present the Entropy concepts applied to peer-to-peer networks and blockchain.
Finally, we will make a connection to some selected research papers.
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Chapter 1 ®)
Motivation for Mathematics of Blockchain e

First of all, what is a blockchain? It literally is a chain of distinct and consecutive
blocks, a technology of data storage, and information transmission without a third
party which controls the entire process. It is a distributed database, such that
information is sent by users, and internal contents are reviewed on a regular basis
under the form of ledge (public for the Bitcoin or Ethereum), thus enhancing a
chronological chain (a time chain). The whole set is cryptographically secured.

Traditionally, a blockchain is sharing the data it contains, which is the reason why
it usually is referred to as a “public ledge.” Contrary to the common data-storing
technology, blockchain builders have their own copy of the content: the mechanism
can assure a unanimous agreement of the correct content of the blockchain, which
insures the conformity of the data copies. Thus, any kind of cheat (as double-
spending in the context of Bitcoin) is avoided. This allows to a large amount of
people, or entities, to agree on a consensus, thus made as incarnating immutable
truth.

To properly understand how important the concept of blockchain is, we propose
five applications of the blockchain technology below (except Bitcoin which we will
see in detail later).

Immediate insurance. You are expected to take a plane, but the problem is that it
is more than 2 hours delayed. A customer sees an alert on her smartphone, informing
she’s just earned $100 due to the delay insurance. Such covering is a current way for
a refund, but activating it could sometimes be quite complicated (a lot of documents
need to be filled, generally before the trip). In our case, the money transfer has
automatically been performed, thanks to a blockchain-based application proposed by
Axa in 2017 (named Fizzy.Axa). It relied on “smart contracts” (related to the
Ethereum blockchain), a computer program which recorded the departure and arrival
times. This technology could actually be extended to other insurance products, for
instance, to pay farmers who have their harvest destroyed and by means of sensors.

Tokens. About 5 years ago, hundreds of companies emitted security tokens
instead of selling classical equities to investors. Such tokens are a kind of digitali-
zation of equities, and the issue has been performed through STO (Security Token
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2 1 Motivation for Mathematics of Blockchain

Offerings). As an example, the European platform ST8 is accompanying start-ups
which want to use this process. Contrary to /CO (Initial Coin Offerings), which don’t
give the information of the company’s capital but guarantee the access of a future
service or to make a plus-value if the token’s price increases, STO propose digitized
assets which represent a fraction of an underlying financial instrument (e.g., equity,
debt, mortgage, ...). For the issuer, the process is less expensive, whereas for the
buyer, the execution is instantaneous. Moreover, transactions recorded on the
blockchain are unchanged.

Traced Food. Since 2019, the French hypermarket Carrefour has allowed its
customers to know some products’ origins: producer name, transformation place,
packing date, etc. The process is quite easy to handle, only by scanning the QR code
on the packet with a smartphone. Since then, many other hypermarkets have
followed and offer the same service to their customers. The blockchain is used to
store the information. Thus, the technology allows to answer the customers’ needs to
know where all the products come from. This sets confidence in an environment
where distrust towards food-processing industry has been omnipresent.

Art Digital Market. Becoming the digital landlord of Mona Lisa? This has
become possible with the emergence of NFTs (Non-Fungible Tokens). In essence,
an NFT is a process which pegs a material or immaterial object to a log-note: the
object history is entirely traced on the blockchain. It is also possible to “divide” an
art object into small-sized tokens. Some artists have already used it, like Mike
Winkelmann (Beeple) who sold his digitized art board up to 69.3 million of dollars.
In addition, the start-up Arteia proposes to gather, on its platform, confidential
information on artists’ work, its values and location, in an immutable and incorrupt-
ible fashion. The start-up wishes to compete with traditional auctions, allowing
amateurs to sell or buy their works of art on the platform, avoiding the usual fees
related to auction sale.

Video Games. Usually, features in video games remain in video games. Thus,
Fortnite, even if it is free, allowed Ubisoft to make a 2.5 billion of dollars benefit in
2018 thanks to the sale of “features” (dressing-ups, clothes) for the characters.
However, none of these objects belong to the gamers. Ubisoft have been working
on blockchain (Game Alliance) to remedy this situation: under the form of tokens, all
the bought products can have a proper existence outside the game. Gamers can buy,
sell, and exchange their tokens. More important, it is planned that the company
builds games which offer gamers the freedom to modify the game at their conve-
nience. This might be the case for a next Assassin’s Creed.

Many other applications can be found in [23-25].

Thus, blockchain really has the possibility to literally change our lifestyle; hence,
it is necessary to model all the possible underlying services. A core modeling, that is,
which should support any mathematical approach involving blockchain, has not
sufficiently been popularized in the scientific and engineering communities, despite
some attempts, however rich the contents [1]. Another recent book has also
presented, in a self-consistent way, the Blockchain and its technology, and explains
its content also from a quantitative viewpoint [2]. Besides, the content of this book
aims at being mathematical, the computer science and practical technological
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viewpoints are not engaged, and we hope that it can further assist development and
implementation of future services using blockchain.

This book, mainly inspired by Bitcoin (but could be extended provided relevant
modifications), is depicted as follows. Chapter 2 deals with the very first modeling of
the successive blocks, their content, and can be seen as a posed general modeling for
Blockchain. Chapter 3 focuses on the mathematical links between Blockchain and
transaction data content, especially digital signatures, that is, it makes the links
between Blockchain itself and the classical cryptographic approach to sign a trans-
action. Chapter 4 extends the Blockchain modeling to the Network, made of miners
and users who directly contribute to the blockchain expansion. Thus, the first three
sections are proposing a general mathematical framework for the universe of
Blockchain. Chapter 5 exposes a theory behind the halving process. Coupled with
the digital root function (sum of the digits of a number), a symmetry is revealed,
actually broken by the Satoshi precision. Digit patterns are identified and proven.
Chapter 6 develops a generalization of the binary Merkle tree, that is, the n-tree,
where n is a natural integer. This study actually shows that, for a miner, the
implementation of n-tree is more efficient than Merkle trees. Chapter 7 introduces
the Entropy applied to blockchain and peer-to-peer networks, where the concept of
Entropy Rate is particularly relevant. The Entropy of Privacy is quantifying the
evolution of exchanges of bitcoins through the community and is the witness of a
higher privacy protection enhanced through the Particles model, which will also be
introduced. Finally, Chapter 8 proposes some applications, especially using the
developed theory to apply it to some influential research articles elaborated thus
far, and how their contents are related to the approach are explained in this book.

Note: At the beginning of the chapters, some mathematical preliminaries are
presented. The reader should be familiar with the results cited therein, each of
them is, sometimes subtlety, used in the sequence of the section.







Chapter 2 ®)
Some Fundamentals of Mathematics Gecie
of Blockchain

This section is introductory. We set the very first mathematics needed for any
blockchain modeling, by considering a blockchain itself. The other parts of this
chapter are depending on the contents of this section. The reader is supposed to be
familiar with the basic mathematics, including probability and the used algebra, as
well as the notions of bit, bytes, and hexadecimal in computer science. We
re-introduce these notions first of all, for the convenience of the reader.

1 Preliminaries on Analysis

We introduce the set of natural integer numbers N = {0,1,2,...} as well as
N* = N\{0} = {1,2,...}. We also introduce the set of relative integer numbers
Z=NU(N)={..,-2,—-1,0,1,2,...}. In the sequence, N or Z can be in
decimal unit, but we can indicate the size of the considered integer with a subscript
when needed. Thus, N, is the (finite) set of 4-bytes numbers for hexadecimal or
little-endian (byte-reverse hexadecimal) representations. In addition, if x €N, then
X is the byte reverse order of x. For instance, if x = 018 € N,, then X =801 €N,.
Let R be the set of real numbers, and R, = {x € R,x > 0}. We note |x]«he
flooring integer part of x and [x]«he ceiling integer part of x, for any x €4R. We
might as well call E(-) (resp. c(-)) the flooring (resp. ceiling) integer part function.
If the set E is finite, we may write £ = {xy,...,X,}, where xy, ..., x, are the
distinct elements of E, and we set Card(E) = n as the number of elements of E.

1.1 Basic Functions and Conventions

Let E and F be two discrete sets. The function f: E — F is said to be one-way
(or onto, or injective) if 0) = 0 and
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6 2 Some Fundamentals of Mathematics of Blockchain

Véx, xX') € E? o (x) =f(X) = x=x.

It is clear that fix) = 0 = x = 0. This implies that Card(E) < Card(F). (if this
inequality makes sense).
The function g : E — F is said to be surjective (or into) if

Vy e Ix ek y=f(x).

This implies that Card(E) > Card(F) (if this inequality makes sense).
The function 4 : E — F is said to be bijective if

Vye F dlxek y=f(x).

This implies that Card(E) = Card(F) (if this equality makes sense), and that fis
bijective if and only if it is both injective and surjective.

1.2 Hashing Function

Let E, F C N be finite parts of N. A hashing function H : E — F is expected to have
the following three practical properties:

— Pre-image resistance: for a given y €<F, it is difficult to find x €< such that
y = H(x);

— Second pre-image resistance: for a given x €<, it is difficult to find another x’ # x
in E such that H(x) = H(x');

— Collision resistance: it is difficult to find two distinct x, x’ €«<E such that
H(x) = Hx).

By “it is difficult,” we mean that the problem of finding such elements is an NP
problem (we do not enter these details in the following). It is worth pointing out that
a collision-resistant function is second pre-image resistant (not the converse), but not
necessarily pre-image resistant. In addition, the last two points are satisfied if the
function H is injective.

It is worth pointing out that a combination of hashing functions is a hashing
function. In fact, if H: E’ — F and H' : E — E’ are two hashing functions, for a given
y €4 itis difficult to find x’ €4’ such that y = H(x'), and thus again more difficult to
find x €& such that y = H o H'(x). Also, if X €<, it is difficult to find another
x" #X €<, such that H(X) = H(x "), thus more difficult to find, for a given x € E,
another x’ # x in E such that H o H'(x) = H o H'(x’). Finally, it is difficult to find two
distinct ¥, x” €<€'Such that H(X) = H(x"), and more difficult to find x, x’ € E such
that H o H'(x) = H o H'(x').

In the following, the function H is the double-SHA256 used for Bitcoin mining.
So far, we do not know if this function is injective.



1 Preliminaries on Analysis 7

1.3 Probability

Let Q be the random set, and ‘T a s-algebra of Q2 (which is a part of the set of all parts
of Q). A (real) random variable X is amap X : (Q, T) — (R, Bg ), where By is the set
of Borelians of R (i.e., sets of R endowed with intervals of the form Ja, + oo« for
any a €<R).

A probability P is a measure on R. For any B €«Bp, the number P(X €B) is
in [0, 1].

The cumulative distribution function (CDF) associated with X is Fy(x) = P(X <x).
When Fy is absolutely continuous, then there exists a function fy, which is the
probability density function (PDF), such that

Fx(x)= /fx(t)dt-

— 00—

We have
dF
fx(x)= EX (x)
The expected value is given by
+00
N R

More generally, the transfer formula gives, for any Borelian function g, that

+o0

— 00—

Finally, we recall an important aspect of the Levy theorem, stating that if a random
variable has its Laplace transform satisfying the one from a random variable with a
given law, then the former random variable has the same law as the latter.

1.4 Concatenation

Let x, y e4C N, where I is finite or not. We introduce the concatenation operator,
written as ||, such that x||y € N is the digit concatenation of the elements x and y.
Thus, if x = 7 and y = 3, then x|ly = 73 € N.
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Let E = {x;,...,x,} be a finite set of / € N. The number E'is the concatenation
of all its elements: El = x,||...||x,, which we write El= |« and E! e (but
i=1
perhaps E ¢<B.

1.5 Memoryless Property of Positive Continuous Random
Variables

Let T be a positive continuous random variable with the memoryless property, i.e.,
P(T > s+ 1) =P(T>s)P(T > 1), for any s, t > 0. By using Bayes’ Theorem, this is
equivalent to

PHT >s+et NI >s}) P(T>s+1) o

P(T>s+4T >s5)= P >) = BT > ) =P(T>

~—

The memoryless property means that the random variable 7 forgets its past.

We can prove that the random variable T follows an exponential distribution (the
converse is straightforward). In fact, by setting Gy = 1 — Fy, from the memoryless
property, we have

Gr(pt)=Gr(t)’, VpedN.

The case p = 0 is clear, since 7 > 0 and F{0) = P(T <0) =0.
Similarly, we have

t 1
Gr (5> :GT(f)q, Vq eN*,
Therefore, we have
p 4 %
Gr at :GT(Z‘)‘?, V(P, q) € N-x N7,

Since Gris continuous and Q is dense in R, from the following equation, we have
Gr(xt) =Gr(r)", VxeR;.
If t =1, we have

Gr(x)=Gr(1)", VxeR,.
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Set A= — In G(1) > 0. We therefore have
Gr(x)=e™ ™, VxeR,.

We conclude.

2 Block Modelling

A blockchain is a succession of blocks which are added one by one. A representation
is shown in Fig. 2.1.

- - —>

Fig. 2.1 Representation of a blockchain. (Source: Julien Riposo, 2023)

In the sequence, we mathematically describe the content of each block as well as
their interaction.

2.1 Mathematics of Blockchain

More formally, we have the following definition.

Definition 2.2.1 A block B,, where n €N, is a pair of families B, = (H,, Tn}—
The Header #,, writes as

3t = (v H(#)7, ) P(T,). Stamp(1). by, N, )

where

— v, €Ny is the version of the block;
- H (}[ ‘,l:l) €Ns, is the hash of the concatenated header (or block hash) of the

previous block B,, _ 1;

— n(T,) €N3, is the Merkle root number (see Sect. 3);

— Stamp(t) €Ny is the time, in a readable format, at which the block is being
hashed, at time t € R,;
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— b, €Ny is the bits, shortened version of the Target, which is a number
representing the difficulty to mine a block (see below);

— N, €N, is the nonce found at time t. It represents a number which allows linking
the block B,, with the previous one (see Definition 2.2.3).

The Transactions List T,, writes as

TXID,
TXID,

TXID,,

where

— 1, €N is the dimension of T,;
— TXID; € N3, 1 <1< 1, is the I™ transaction ID, being the hash of the I
transaction.

In particular, TXID, is the Coinbase transaction ID (used to pay the miner who
has mined this list of transactions). Note that, when n = 0 (genesis block), then

H(ﬂ{‘t 1) is an arbitrary number in Ns,.
We now introduce the blockchain.
Definition 2.2.2 A (finite) sequence of blocks (B,,); c n is called Blockchain.
The blocks of a blockchain are linked through the proof-of-work, defined now.

Definition 2.2.3 A Proof-of-Work is a brute-force iterative trial-and-error process
consisting in finding at least one number N €N 4 such that

H (vl (7€), ) r(z2) | Stamp(1) ]IV ) <1,

where

— 1, Is the transaction list still being populated, i.e., T,  T,;
— t, €=N3, is the target. It is an adjusted number which adjusts the difficulty to have
the above inequality satisfied (see below).

The proof of work is not used for every blockchain (e.g., Ethereum 2.0), but
Bitcoin uses it.

The target t, and the bits b, designate the same entity. In fact, b,, is a compact way
of writing t,,. Once an adequate nonce is found at time #, then the list 7,, is definitive
(ie.,7,=T,) and N, = N. The block B,, is mined, so that H (#! <t,. This inequality
is satisfied, for any n’ < n.

It is worth pointing out that the number t, (and thus b,) is changed every 2016
blocks (for Bitcoin), and usual standards are that it starts (from the left) with a lot of
0 digits whose number change with time. The higher the number of 0, the lower t,,,
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and the more difficult it is to find a nonce, thus to mine a block. Hence, the number t,,
is also referred to as difficulty. This is because hashing a number is giving a
“random” number (it is deterministic, but very hard to predict); thus, the probability
to find a low hash is smaller than finding a higher one. Hence, it is difficult to solve
the inequality if the target t,, is a small number.

2.2 Time for Mining Blocks

Let T be the time for mining a block, i.e., for one miner among the pool of miners to
find a nonce by the proof-of-work (see Definition 2.2.3).

It is reasonable to assume that the process of finding a nonce is memoryless, since
there is an infinite number of possibilities to derive numbers and find one that
satisfies the proof-of-work inequality. According to Sect. 1.5, it turns out that 7 is
an exponential random variable.

We will need the following definition.

Definition 2.2.4 Let (t;),. be a sequence of independent and identically distrib-

uted exponential random variables, of parameter a > 0. The PDF is given by
n

fi,(x) =ae™*, for any x €R,. Let T, = ) t;. We introduce the Poisson process
i=1

of intensity a the process N, (continuous random variable) given by

Nt:§ 1En§t:§ nli,,sr<?n+1’

n>1 n>1

where 14 = 1 if the event A is realized, and 0 otherwise.

We note that « is related to the inverse of the hash rate (which is the frequency at
which a hash is produced), since the higher the a, the higher the expected value:
E(t;)=1/a, for all i > 1. Thus, the number « is also related to the difficulty. The
random variable /', represents the number of points of the sequence (f;), -, which
are lower than ¢. It represents the number of mined blocks at time z.

Note that Ay =0, so we also have

7, = inf{r>0,2(,=n}.

This is the random minimum time to which A/, =n.

Proposition 2.2.5 If (\,), is a Poisson process of intensity a, then for any t > 0,
the random variable N\, is a Poisson random variable, of parameter at.

Proof
We can prove that 7, is a Gamma random variable of parameter (n, a). In fact, we
have
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n—1
fi,(x) :ae"”%, for x> 0.

Indeed, the transfer formula allows to calculate the Laplace transform of #;:

E(e—ﬁll,’) —

(> 1.
ara’ forany i>1

Thus, using independence, we have

)~ =)

This is the Laplace transform of a Gamma random variable of parameter (n, o).
By the Levy Theorem, we conclude that 7, is a Gamma random variable of parameter
(n, a).

For any n > 1, we then have

P(ﬂ\[t:n):IP(inSI)fIP’(anSt):/oae*w‘((le l_)!dxf/oae’w‘(ax) dx

This concludes the proof. &

From the blockchain perspective, the random variables 7 and the (#;), - are all
independent and identically distributed according to an exponential law of parameter
a = 1/10 min.

Thus, the number of blocks follow a Poisson process. Conversely, it can be
proven that if the number of blocks follow a Poisson process of intensity a, then
the time to mine 7 blocks follows a Gamma law of parameters (n, a).

3 Merkle Tree

This section explains how the Merkle root number is calculated. The Merkle root is a
number that gathers all the transactions information of one block and is calculated
from the Transaction List 7,,. Each TXID; in (TXID;), ., is a contributor. In fact,
the number TXID,, 1 <1 <[, is the hash of a transaction data (see next section).
Overall, we concatenate the consecutive pairs of TXID in T, and calculate the
hash. We end-up with another floor, basically made of another list of hashes whose
number of elements is reduced by half roughly. This process is iteratively performed
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until obtaining a unique hash: this is the Merkle root 7(7,,). The resulting process is a
binary tree. In the following, we enter the mathematical details for constructing a
Merkle root.

Definition 2.3.1 A Merkle Tree is the resulting binary tree from the ordered (from
left to right) leaves, each of them being weighted by a number in N3, (the associated
transaction ID). To each parent, node is associated the hash of the concatenated two
children numbers. The root of the tree’s weight is called Merkle root.

In the sequence of this section, we make the distinction between complete (/, is a
power of 2) and uncomplete (/, is not a power of 2, i.e., the general case) Merkle
Trees.

3.1 Complete Merkle Tree

More specifically, suppose the number of transaction IDs is a non-trivial power of
2, there exists m €<N* such that [,, = 2.

Figure 2.2 shows an example of a complete Merkle Tree (where m = 4). From a
number 2™ of transaction data, the transaction IDs are built, given the list 7, as
successive elements on floor # = 0 (ground floor). In fact, these are oriented from left
(oldest mined transaction) to right (youngest mined transaction).

In the following, we denote by T,,(h) the ordered list from left to right at the Kt
floor, and T,,(h)" its [™ element, with 1 < [ < ,/2". In fact, if 0 < h < H = m (there
are H = m floors in total), then the 1™ element of Tn(h)(l), with 1 <1< ln/Zh, is given
by

7" = H (T, (= D)7, (= 1))

Definition 2.3.2 A Merkle Path is a list of hashes, such that the first element is in
T,(0), the second element is related to the parent in T,(1), and so on, until the last
element, given by r(T),).

Thus, the dimension of a Merkle Path is m. An example is shown in Fig. 2.2,
green nodes (arrowed path).

Definition 2.3.3 An Authentication Path is a list of hashes, such that all the elements
are made of the brothers of the ones in the Merkle Path. The Merkle root is not
included.

Thus, the dimension of an Authentication Path is m — 1. An example is shown in
Fig. 2.2, squared purple nodes.
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Fig. 2.2 A complete Merkle Tree. From the bottom to the top, the transaction data (Tx data) are all
hashed twice, giving the TXIDs (leaves) (ground floor # = 0). The Tx data do not appear in the
blockchain. The TXIDs are then paired concatenated and hashed twice (giving nodes at floor & = 1),
and this process is iteratively repeated until reaching one unique root (top floor), i.e., the Merkle
root. Circled nodes do not appear in the blockchain, but the leaves are. We suppose a client’s TXID
of interest as the green leaf (circled leaf). The Merkle Path for this TXID is the unique shortest path
up to the root (arrowed green path). The Authentication Path, allowing the client to verify if her
TXID is mined, corresponds to the squared circled nodes, in purple. The Authentication Path cannot
be computed without the full knowledge of the Merkle Tree. (Source: Julien Riposo, 2023)

-

3.2 Uncomplete Merkle Tree

In practice, [, is not a power of 2. There still is a way to construct a Merkle Tree: by
completing the uncomplete tree with the last element of 7,. Figure 2.3 is an
illustration of an Uncomplete Merkle Tree.

In some contexts (e.g., Sect. 5.2, Chap. 6), it can be interesting to calculate the
total number of nodes, leaves included, without including “artificial” additions (see
Fig. 2.3). Attificial additions can be removed — thus the total number of vertices
should be known.

Theorem 2.3.4 Let I(h) be the dimension of T, (h) (i.e., number of nodes on floor h).
An Uncomplete Merkle Tree with 1(0) = I, €<N* leaves has a total number of nodes
(leaves included) given by

H oo | Iy
S = % /2 | (htimes),
=0

h

Il
o

where H is the height of the tree.
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Fig. 2.3 Example of Uncomplete Merkle Tree. We still can define a Merkle Path and an Authen-

tication Path. The process “=""here means that the number of elements from floors 0 < 4 < H need
to be pair (“artificial” addition, which are not real nodes). (Source: Julien Riposo, 2023)

Proof
Let H be the height of the tree. Note that, if I(h) is the dimension of T,(h), for any

0 < h < H, then the dimension /(h + 1) of T,(h + 1) is

I(h+1)= P(Thﬂ%

In addition, in fact, for any [, €<N", there exists m €<N* such that 2 ~
' < 1, < 2™ Indeed, note that this double inequality is equivalent to

log 1, <

m—1< 1g2 <m.

log2 |
obtain the desired result by induction on & with the above iterative equation, that is

I(h)= ’W . @—‘ /2-‘ (h times).

We have one detail to verify:

Therefore, m = Pog l”-‘ Thus, H = m is the height of the Merkle Tree. Finally, we

w/Z-‘ (H times}= 1,
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since the Merkle root is the unique node at floor # = H. However, remember that we
have 27 = ! < |, < 2" Therefore,

%< g —1< H %ﬂ/zw (H times) < 1,

which finally ends the proof. n

Note that this proposition is valid for a complete Merkle Tree. If indeed [, = 2",
In
then /(h) = H . @—‘7_2—‘ (h times) =2"~" for any 0 < h < m. Thus,

)m+1

zm: I(h) =2 L
h=0

In addition, we deduce from the above that Definitions 2.3.2 and 2.3.3 are still
valid for an uncomplete Merkle Tree.

In Chap. 6, we will give a generalization of the Merkle Tree, and will present the
n-Tree (also called Verkle Tree by Vitalik Buterin, the inventor of Ethereum). We
will show empirical evidence that n-Trees are more efficient than Merkle Trees.

:2m+1 1.

[SIENISIES

4 Transaction Data

In this section, we explain in detail the structure of a transaction data, which is a
number containing all relevant information needed to fully describe the transaction
uniquely. We will need the content of this section to understand the use of Digital
Signature, Chap. 3.

Figure 2.4 shows an example of the main components of a transaction data
(Tx data).

Before seeing what a Tx data precisely is, we first need the following definitions.
We let n €N be the index of a considered block. We fix [/ such that 1 <[ <1,, where
I, is the dimension of the Transaction List 7,, and focus on transaction ID
TXID' = T,,(0)’, in accordance with the notations of Sect. 3.2.

Definition 2.4.1 An Output related to transaction ID TXID' is given by the follow-
ing hash:

-
Output;;, = H (Val,,k ||ScripPubKey, Size||ScriptPubKeyLk),

where

— ke{d,... K"} is the index of the output and K' €N is the number of outputs for
transaction ID TXIDI;
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Fig. 2.4 A transaction dgta outp uts
(Tx data) is a concatenation

of inputs and outputs. The
text explains the precise b 3
constitution of a Tx data.

(Source: Julien Riposo,
2023)

feey ~5899
0.0

— Val, , €Ny is the value of bitcoins (in satoshis) in the output;

— ScripPubKey, , Size €N is the size of ScriptPubKey; ;;

— ScriptPubKey;  is the hash of the public key. This is represented by the lock in
Fig. 2.4 (see also Definition 3.4.1).

In practice, an output is a “house” where there are bitcoins. The entrance door of
the house is unlocked with the private key (in practice, any randomly generated
number preciously conserved for future transactions, see Section III.4) giving the
public key ScriptPubKey,. The format of the public key depends on the blockchain.
For Bitcoin, ScriptPubKey; is the hash of the public key (the used script pattern —
i.e., the format — is Pay To Pubkey Hash, or P2PKH).

Definition 2.4.2 An Input (or Address) is given by the following hash:
— = . e e—
Input,;, = H(TXID,/ || k"||ScriptSig, Slze||Scrlpt81g1,k||Sequ),

where

— ke,... K} is the index of the input and K €N is the number of inputs for
transaction ID TXID,;

— TXIDy-is a TXID belonging to T,, where either n’ <nand 1 <1I' <1, orifn
"=mn, thenl <1I;

— k' is one output index (to designate the output) of the transaction related to TXIDy,
with 1 <k’ <K', K' €N being the number of outputs for the transaction TXID;

— ScriptSig; , Size €N is the size of ScriptSig;
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— ScriptSig;, 4 is a script which unlocks the input. This is represented by the blue key
in Fig. 2.4. This contains the digital signature (see Sects. 4 and 5, Chap. 3).
— Seqy, x €Ny expresses the signal size. Default is the max size as 0 x ffffffif.

An input is a spent output, thus is not spendable and belongs to the past of the
blockchain.

Definition 2.4.3 A Transaction data (Tx data), written as Tx,, is the concatenation of
several numbers. With notations of Definitions 2.4.1 and 2.4.2, we have

K K/H
hyend 1— VT TR
Tx;=V,||K |«Input;, ||[&" |« Output,, |[LockTime,,
k=1 k=1

where LockTime, is the earliest time (in Unix measure) a transaction can be mined
in to a block.

The locktime indicates when a transaction could be relayed on the network.

Definition 2.4.4 A Transaction ID (TXID) is the hash of a Tx data, that is
TXID[ = H(TX[).

We keep in mind that the element ScriptSig; is containing the digital signature
allowing to unlock the output and make the money transfer from outputs to others.



Chapter 3 )
Digital Signature oy

The authentication of documents is based on commercial exchange systems (e.g.,
contracts, receipts, notary documents). Diffie and Hellman were the first ones, in
1976, to develop a numerically authentication process offering the same warranties
as the manuscript signatures. These digital signatures need to ensure the genuine-
ness and integrity of the signed message (i.e., they need to ensure that the data have
not been modified through an unauthorized process and that they well come from the
indicated source) as well as non-renunciation (i.e., they need to ensure that an entity
cannot deny engagements already done). This last property is generally assured by a
public verification, but the first one implies that one entity needs to produce a couple
“message/signature” accepted by this process. In particular, it must be impossible to
deduce the way to sign from the verification process, and consequently this type of
protocol needs to be asymmetric.

The Digital Signature Algorithm is a particular asymmetric process, which is
applied to the blockchain environment, to sign a transaction. Thus, this section is the
straight continuation of the previous Sect. 4, Chap. 2 and explains the mechanism for
digital signatures. In particular, the aim is to outline the purpose of unlocking an
output for transacting. The content of this section has strongly been inspired by [3].

1 Preliminaries on Needed Algebra

1.1 Group

A group is a pair (G, -), where G is a set of elements and - is an internal operation law,
which are such that

- V(x,y,2) €46 (x-y)-z=x-(y-z) (the operation - is associative);
— there exists e €< such that Vx € G x - e = e - x = x (e is the (unique) neutral
element);

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2023 19
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— Vxe6 x'eG x-x'=x'-x=e(x listhe symmetrical (or the inverse)
of x).

When V(x,y) € G, x - y =1y - x, we say that (G, -) is an Abelian (or commutative)
group. We will refer G to be the group instead of the pair (G, -) when there is no
ambiguity. When Card G < + oo, we say that G is a finite group.

1.2 Field

A field is a triplet (F, + ,-), where F is a set of elements and + and - are internal
operation laws, which are such that

— the pair (F, +) is an Abelian group;

— the pair (F", ) is a group;

- Vo, y,00€edE x- 0+ =x-y+x-zand (y+2)-x=y-x+z-x (the law - is
distributive with respect to the law +).

Generally, the pair (F*, -) is supposed to be an Abelian group. Also, when there is
no systematic inverse for the elements of the group (F™, -), we say that (F, +,-)is a
ring, thus a field is a particular case of ring. A ring which has the division property
but which is not commutative is named division ring. Finally, a F-vector space
(V, +,-)1is a space stable through addition + and such that, for any 4 €4 and x €
then A - x €44 (here - is an associative and distributed external law). If Fis a (division)
ring, we call (V, +,-) an F-module.

We will refer F to be the field instead of the triplet (F, + ,-) when there is no
ambiguity. When Card F < + oo, we say that F is a finite field.

The sets G and F are thus endowed with some algebraic structures.

Finally, if F is a field, the set F D F is called an algebraic closure of F if: any
polynomial of degree higher or equal than 1, with coefficients in F, admits at least a
root in F (thus all the roots are in F). When F is a finite field, we call a generator of
F an element g €<, which generates all the elements of F. It turns out that, in this
case, we have F* = {1, g, gz, 81T 1}, where 1 is the neutral element of the group
F*and g = Card F is the order of the group F*. If h €4, we call p the order of h, the
smallest natural integer such that #” = 1. It turns out that p < g. Also, the Lagrange
Theorem states that p divides g. These notions also apply to any finite group.

A particular field is the finite field (Z/qZ, + , %), where g is a prime number, its
order. We have

Z/qZ:{G,T, e q — 1},

where forany k € {0, 1,...,g — 1}, the set kis the class, whose k is a representant, in
the following sense:
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Vicde Im e 1—k=mq.

_ We write the above equation / = k [g]. It turns out that / is another representant of
k and [ = k. When there won’t be any ambiguity, k will also designate the number k.

1.3 Morphism

A morphism is a map that conserves the algebraic structure from a set to
another one.

Thus, if (G, -) is a group and G aset, then a group morphism f: G — G is such
that we can endow G~ with an operator x such that

Veey) € G Sf(x-y)=fx) <
xf(y), andf(e)is the neutral of G"“when e is the one of G,

thus making (G, %) being a group. Conversely, if (G, -) and (G, %) are groups, then
any map verifying the above equation is a group morphism. The same reasoning can
be performed for a ring, and a field.

Finally, a bijective morphism is called an isomorphism, and two sets are isomor-
phic if there exists an isomorphism mapping one to another.

1.4 Characteristic

If A is a ring with neutral 04 for + and neutral 1, for -, we introduce the following
(unitary, i.e., preserving the identity) ring morphism:

f 7Z—A
e 1y 4 4y (n times)

The characteristic of a ring A is the smallest n €<N such that fin) = 0, if such
n € N exists, otherwise it is given by +oc. In the case where A is a field, and such
n exists, then n is a prime number, and A and the quotient Z/nZ are isomorphic
(if such n does not exist, then A and Z are isomorphic). We write Char(A) the
number 7.

Thus, when A is a field and Char(A) = n, then n x = 0, for any x €.
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2 Elliptic Curves

2.1 Weierstrass Equation

Every elliptic curve can be written as a pair of a locus on the plane R?, given by a
cubic equation, the Weierstrass Equation, and a point which is located at infinity,
i.e., which belongs to the vertical line, at infinity.

Definition 3.2.1 A Weierstrass Equation is an equation of the form
W: Y’Z 4o XYZ +erYZ> =X +@X°Z +eaXZ* +aZ’,

where (X,Y,Z) e R are coordinates on the space R3 (a1, as,as, as, ag}< FS fora
given field K.

The point at infinity is the point written as O(0, 1,0). We immediately have the
following simplification, by using non-homogeneous coordinates x = X/Z and
y=YIZ

Definition 3.2.2 A homogeneous Weierstrass Equation is an equation of the form
) _ 3 2

where (x,y) € R? are coordinates on the map R? (a1,a2,a3,a4,a6) € fsfor a given
field K.

In the sequence, we will write W for Wy;. The following theorem is important for
the sequence.

Theorem 3.2.3 If Char(K) is neither 2 nor 3 for a given field K, then
W: y=x+Ax+B,

where (x,y) € R? are coordinates on the map R? (A,B) € K.

Proof
Let

W: Y +anxy +asy=x +ex + ax +ag

with (x,y) €4R? are coordinates on the map R?, (a1, a2,a3,a4,0a5) € K fora given
field K. If Char(K) # 2, we perform the following transformation:

1
Y= (y—aix—az).
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We also set the following parameters:

bg = afaﬁ +4arag — ajazas +<aza§ — ai,
cy=b3—24 by,
co= — b3 +36 byby — 216 by,
A= —b3bg — 8 b — 27 b +9bybybs.

We obtain
W y2 =4 4dox? +2byx +bg.

Now, suppose Char(K) # 2, 3. We perform the following transformation:

x—3b RS
“”H( 36 W%)

This eliminates the x* term, and we finally have

w: y2 =x —2Tcax — S54cg.

We setA = — 27c4 and B = — 54cg, which ends the proof. n
Figure 3.1 is showing three examples of elliptic curves.

Definition 3.2.4 The number A (see the above proof) is called the discriminant of
the Weierstrass Equation.
According to the last theorem, this number reduces to

A= —16 (4 A’ +27B%).

2.2 Non-singularity
Let (x,y) be a point satisfying flx, y) = 0, where
flx,y)=y*—x’ —Ax—B.

In other words, (x, y) are the coordinates of a point on the elliptic curve defined by
the Weierstrass Equation of Theorem 3.2.3.
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Fig. 3.1 Elliptic curves with respective Weierstrass equations y* = x> — 2x + 4 (top left),
y2 =X +x (top right), and y2 =x —x (bottom). (Source: Julien Riposo, 2023)

Definition 3.2.5 The point on the curve of coordinates (x,y) is said to be singular if

Lwn=Lo=o

This is to roughly link to the fact that, if fis a C'-class function (which is the case
here since f is polynomial), its differential df is zero at (x,y), therefore is not
invertible (i.e., it is singular) at this point. We say that the elliptic curve (or the
Weierstrass Equation) is non-singular if there is no singular point. We have the
important following theorem.
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Theorem 3.2.6 The curve given by the Weierstrass Equation is non-singular if and
only if A £ 0.
Proof When Char(K) Is Not 2 or 3
Suppose Char(K) is neither 2 nor 3 for a given field K, and
W y2 = +dAx +<B,
where (x,y) € R? are coordinates on the map R? (A,B) € fz,eand set
flx,y)=y*—x* —Ax—B.
Suppose W is singular at (xq, yo) €4R. Therefore,
2y0=3x5 +#4=0.

If A > 0, the above equation is impossible, hence W is non-singular and A > 0.
Thus, suppose that A < 0 from now. It turns out that, since f{xg, yo) = 0, then

3 3
CA_CA L 0 o a—o

3 V3

Conversely, if A = 0, then we set xo €4R such that 3x(2) + A=0. Then the point
(x0, 0) is a singular point of W.

There remains to see if the point at infinity O is singular. We need to come back to
the most generic form, i.e.,

W: YZ 4+ XYZ +asYZ2 =X° +eX>Z +eaXZ? +asZ’,
with
f(X,Y,2)=Y*Z + a\XYZ +esYZ? — X°> — arX*Z — asXZ* — agZ°.

We have

of _
57 (0.1.0) =120,

therefore O is a non-singular point. &

For the Bitcoin’s elliptic curve, A =0 and B =7, so that A = — 21168 # 0. Thus,
this curve is non-singular.
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3 The Underlying Abelian Group

The elliptic curve (W, O) can be endowed with an internal operation law . Suppose
L C R? be a line that intersects the elliptic curve. There are at most three distinct
points of intersection, because W is of degree 3.

Definition 3.3.1 Let P, Q €W be two points of the elliptic curve, and let L C R? be
the line defined by P and Q (if P = Q, as W is smooth, L is the tangent line). Let R be
the third point of intersection — if it exists, otherwise set R = O — and finally, let L be
the line through R and O (if R = O, then L' is the vertical line through O). Then
L'NwW= {R, 0, S}, where the third point is written S = P @ O.

Figure 3.2 is showing illustrations of this rule thus defined.

Theorem 3.3.2 The rule given by Definition 3.3.1 makes the pair (W, O), @) being
an Abelian group, with neutral element O.

Proof
Let L be a line that intersects W such that L N = {P, Q, R}, where the points P, Q,
R are not necessarily distinct. Our first observation consists in notifying that

(PEBQ) Pr=0. () —

Indeed, the points R and P € Q are vertically aligned, which therefore shows that
the third point of the vertical line is O. We obviously have P € Q = Q € P, since
considering Definition 3.3.1, we have L N = {R,O,P P 0} ={R,0,0 P P}
(change order of P and Q), hence the equality.

We check every three properties for a group to satisfy.

— Neutral element

Let P € W. From Definition 3.3.1, we set Q = O. Thus, the line L necessarily is
vertical. Therefore, L = L, and since L " W = {R,0,P} and L N = {R, O,
P &P O}, we conclude that P @ O = P. We identically have O @ P = P.

— Inverse

If we use (x) and that P € O = P, then we have

(P@o)Pr-rPr=o0.

Now using commutativity, we have P € R = R @ P = O, which proves that R is
the inverse of P. We write —P such inverse.

— Associativity
This point is by far the toughest. We skip this for the moment. n

In Fig. 3.2, we have plotted on the right-hand side the third point as being P & P.
This and the previous theorem motivate the following definition.
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Fig. 3.2 Example of the rule defined in Definition 3.3.1, on the elliptic curve of equation y* = x> —
2x + 4. The point M is the only one such that P = Q = R. (Source: Julien Riposo, 2023)

Definition 3.3.3 Let P €W be a point of the elliptic curve. We define the scalar
multiplication of P with the natural integern eN* asn P=P & - P P, n times.
Ifn=0wesetOP=0.Ifne4—N)", wesetn P=(—P)@ - P (—P), — ntimes.

We establish analytical rules for this law thus defined in terms of coordinates on
the curve.

Proposition 3.3.4 Let
W: y=xX+dx+B

and P, Q €W with coordinates (xo, yo) and ( Ofy() , respectively. Then:

(a) —P has coordinates (xog, —Yo);
(b) If xo =x and yy = —yg, then P + Q = O. Otherwise set

e
yO_yO . J—
Yo7X0 o #x
X5—Xo 0
T2 14
Xi .
= ifxg=x)

2y
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and

YoXo — Yoo . Ve

—= — if xo # x,

X0 —Xo or
—xy +Ax) +B
% if xo = Xéf
0
Then P + Q has coordinates (ngyg“fz (s2 — X0 — X[, —SXp— 1),

Proof

(a) From Definition 3.3.1, we take the vertical line through P and O, which is the
line given by x = x,. Thus, —P has coordinates (xo, ¥), with y to be determined.
Actually, we just note that (xq, yo) is solution of y* — (x> + Ax + B) = 0 if and
only if (xo, —yo) also is solution. Since the polynomial function y +> V-
(S +Ax+B)is of degree 2 (in y), we conclude that —P has coordinates (xy, —y)
(also note that y > y2 — (P +Ax+B)isa symmetric function).

(b) Suppose xo=xiand y, = — y;. Then we come back to point (a), so that Q = — P
and P + Q = O. Suppose xy # x;or yo # — y;- The line L through P and Q has a
parametric equation of the formy = s x + L.

We note that the polynomial x —> (s x + [)*> — (x* + Ax + B) is of degree 3,
therefore the three solutions are xo, x;, and x;It is worth pointing out that

(sx 4+ — (& +Ax +B) = — (v —x0) (x — XbF(x — 1)

This allows to write

Xy = s> —x0 — Xy
Therefore, using point (a), we deduce that yj= — (s xg‘_—'r«l-) and we obtain
the desired results.
Now, the expression for s and [ are straightforward when xo # x;;-
Suppose xo =x;;. The case y,# — y;is the only to check.
Thus, y, = y;(since P, Q € W), and the slope s is given by the tangent at point
(%0, ¥0)-

Sketch of Proof for the Associativity
Set Py, P,, P; € W, with coordinates (xi,y), (X2, y2), and (x3, y3), respectively, and
supposed all distinct. We follow the proof in [4] (presented differently though),
which uses the software Mathematica to perform complicated analytical
calculations.

The idea is to calculate the coordinates of the point (P; € P») € P3; = (C, D) on
the one hand and P; @ (P> € P5) = (F, G) on the other hand, and compare.

We are going to abundantly use Proposition 3.3.4.b. We more specifically set
s(P, Q) and (P, Q), the slope and intercept of the line defined by points P, Q.
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According to Proposition 3.3.4.b, we have

2
_ y3_l(P1»P2) _
C_<X3—S(P1,P2) @P"P2)+x3) - -
s — (P, Py) %yglPl,Pz) -
D= — + s(Py1, P2) +x —
(xss(Pl,P2> i —s(P1,Py) (s(P.P2) + 32}

+S(P|,P2)y3 —l(P|,P2)X3
X3—S(P1,P2) <—

Identically, we have

2
y; — (P2, P3) —
F— (21" \"203)) _ iop p
(xl _S(PZ’PS) (<S_( 25 3) +.X1) — «—
_ (n (P2, P5) fyl — I pz’p3
G=- (xl—s Pz,P3 ‘lTxl—S P,, P ((PZ,P3)+X1§—<—

| S(Py, P3)y; — I(Py, P3)xy
I X1 —S(Pz,Pg,) —

So far so good, but here is the trick: C — F and D — G have the common
polynomial factor ¥ given by

F = (x2—x3)y7 +43 —x1)y; +41 —x2)y3 +41 —x2) (%2 — xsH{xs — xp)

X (x1 +96 +43).

It is therefore sufficient to prove that ¥ =0.
Here is the other trick: to focus on the matrix determinant d given by

1 1 1
d= X1 X2 X3 .
i ¥»o%
On the one hand, note that

d =X2)5 +963y] +H1Y5 — X2) — X1)3 — X3)3
= — [(x2 = x3)y] +4x3 —x1)y3 + (31 — %23

On the other hand, using that

y% :x? +Ax +B
¥3 =23 +x, +B,
y% :xg +Ax; +B
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we have, by replacing

1 1 1
d=|x X2 X3 )
x? + Ax; +45 x% +Axy +B xg +Ax; +45

and, by multi-linearity of the determinant map, we have

1 1 1 1 1 1 1 1 1 1 1 1
d=|x1 x x3|4+Axi x x3|+Blxi x x3(=|x1 x x3|+6+6
x5 o9 0 X X2 X3 I 1 1 N o0 0
I 1 1
=|x] X2 Xx3|.
R

Now, by taking the differences of columns 2 and 3 with 1, we have

1 0 0

d= X1 X2—X1 X3 —Xp|.

3 3 3 3 3
X1 Xy =X X3 — X

Next, we note that x3 —x;=(x;—x1)(x3 +9% +xi) and X3 —xj=
(x3 —x1) (3 + x5 +4); thus, by factorizing (i.e., again using multi-linearity):

1 0 0

d=(x—x1)(x3 —xeHx1 L 1
x? x%—l—eezx]—i—x% x§+x3x1 —&-%%

Now take the difference of the last column with the second:

I 0 0

d=(—x1)(x3 —xeHx1 1 0 ,
NGt a7 (- x)(n e+

to finally obtain

d= ()C2 — X }éx3 7)61%'@63 7)62%)63 +9ﬁz——|>9ﬁ)*
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It appears that ¥ =d —d, hence ¥ =0, which, up to some skipped details,
concludes the proof. Finally, the pair (W, O), @) is an Abelian group. n

Corollary 3.3.5 Let K be a field. The pair (W, O), @), where
Wiy =x" +dx +B

with (x,y) € K* is a subgroup of (W, 0), D), where R is the considered field for W.

Proof
Suppose P, Q € Wg. Then equation of L has coefficients in K. Bearing in mind that
L N Wx = {P,Q,R}, it turns out that the coordinates of R are rational function of
elements in K (i.e., the coordinates of P and Q). In short, the points P, Q and R have
their coordinates in K, which implies that (W, O) is stable by €D, hence (W,
0), P) is a subgroup of (W, 0), ). n

When F = Z/q7Z, with g = 2%°° — 232 — 2% — 2% 27 _ 2% _ 2% _ [ (prime
number), A = 0, and B = 7, the subgroup (Wz,,z, O), D) is named secp256k1 (used
for Bitcoin).

4 Elliptic Curve Digital Signature Algorithm (ECDSA)
and Schnorr Signature

We are equipped to explain the ECDSA for Bitcoin. Generally speaking, a digital
signature is a proof of knowledge of a private key, without revealing it to the public.
In essence, the ECDSA is a particular Digital Signature Algorithm (DSA), but the
considered group is (Wz,z, O), @), where

Wg: ¥ =x° +3[q).

This curve is non-singular, as we have seen, since the discriminant is such that
A # 0. We will need the following definitions.

Definition 3.4.1 Let x €<£/q7 where q is a prime number. Let G be a generator of
the group (Wz,yz, 0), @). The public key associated with x, thus named private key
in this context, is given by

y=xG.

The element “x G” is the scalar multiplication of x with G (see Definition 3.3.3). It is
worth pointing out that the private key generates the public key used for the Script
Pub Key to form the output, see Definition 2.4.1. Finding x, given y and G, is a
discrete logarithm problem (which is an NP problem).
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In the context of Bitcoin, the SEC recommendations for the choice of G is

55066263022277343669578718895168534326
250603453777594175500187360389116729240,
32670510020758816978083085130507043184
471273380659243275938904335757337482424

The order of G is

p=115792089237316195423570985008687907852
837564279074904382605163141518161494337.

As written above, the number ¢ is given by:
q:2256_232_29_28 _27_26_24_ 1.

The following protocol gives the ECDSA.

Protocol 3.4.2 (ECDSA) For a given private key x €<%/qZ, the public keyy = x G is
generated from the secp256kl group. Given a message m €<N, the ECDSA is
performed as follows:

1.
2.

Generate the random number r € (ZIqZ)" and calculate P = r G = (px, py).

Calculate the hash of m, giving z = H(m), and the number a = r! (H(m)+pxx) [q]. If
a > q/2, then make the transformation o <+ q — o (low a value). Note that, using the
little Fermat theorem ¥~ = 1 [q], we have r' = r? ~ % [q]. This is a practical way
to calculate the inverse on (ZIqZ)". The pair (r, @) thus formed is called signature.

. Verification: the signature is verified if the x-axis coordinate e of the point

7 G + Px y is equal to the one of a P.

Figure 3.3 is an illustration of the process.
We justify the verification step 3 above.

r(zG+pxy)=z2rG+oxxrG=(z+px x) P, —

hence
G +pyy= " P (Hm) + py) P,
thus
e = apx ql,

which terminates the verification.

We are now giving another protocol, which has the virtue to be faster and

quantum resistant.
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Step 1: Initiation of the ECDSA Step 3: Verification - coinciding x-axis coordinate e ?

Fig. 3.3 Illustration of the ECDSA. (Source: Julien Riposo, 2023)

Protocol 3.4.3 (Schnorr Signature) For a given private key x €<4/qZ, the public
key y = x G = (yx, Vy) is generated from the secp256kl group. Given a message
m €N, the Schnorr Signature is performed as follows:

1. Generate the random number L €«ZI/qZ)* and calculate Q = L G = (Qx, Oy).
2. Calculate the hash of concatenated information, including the message m, as
follows:

= (ox o] x| ox m).
Then calculate

B = (L +4x)[q].

The pair (L, ) thus formed is called Schnorr Signature.
3. Verification: the signature is verified if Q + hy is equal to G.

We justify the verification step 3 above.
0 +4y=LG +4xG = (L + hx)G = fG,

which terminates the verification.
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One interesting application of the Schnorr protocol is multi-signature: it is
possible to enhance one signature process for several private keys. This is very
practical if a customer of a crypto-exchange has several associated private keys. In
particular, the following protocol is a multi-signature protocol quite efficient against
attacks.

Protocol 3.4.4 (Schnorr MuSig Signature) For given private keys xy, ..., x; €&/
q7Z, the public keys y; = x; G are generated from the secp256kl group, i €, ... ,1}.
Given a message m € N, the Schnorr MuSig Signature is performed as follows:

1. Generate the random variables L; €4Z/q7)" and calculate Q; = L; G.
2. Calculate the sum

]
0=> 0.
i=1
and the aggregated public key
]
y=Y_ay, a=H(mly), ie{l, ... 1}
i=1

3. Calculate the hash of concatenated information, including the message m, as
follows:

ol
Then calculate, for alli €<, ... [}
Pi = Li +haixilq).
Setting
!
p= ;ﬁi,

the pair (L, ) thus formed is called Schnorr MuSig Signature.
4. Verification: the signature is verified if Q + hy is equal to pG.

We justify the verification step 4 above.

] ] ]
Q+dy=" (0 +hay) =Y (L +hax)G= (Z (Li+ haixi)>G=/)’G,<—

i=1 i=1 i=1

which terminates the verification.
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It is worth stressing that a multi-signature is impossible for the ECDSA, because
it is not a linear protocol, precisely because of the factor #~! in the calculation of a.
The justification above for the MuSig verification uses the linearity of the Schnorr
protocol. For this reason, also the Schnorr protocol shows more practicality than the
ECDSA. In addition, it is known to be particularly fast when aggregating, and can
increase scalability.

5 Back to the Blockchain

According to Definition 2.4.2, an input is given by the following hash:

g

-
Input,, = H (TXID,

-
ScriptSig; SizeHScriptSigl’k HSequ) ,

where, in particular, k € {1,...,K} for K> l inputsand / €<, ...,l,} with [, > 1
while we are focusing on TXID,, i.e., the ™ element of the transaction list T, for
block n.

The following process needs to be repeated for all k €<{,...,K}.

Before the signature, the numbers ScriptSig; , Size and ScriptSig; , are empty
and the goal is to have an adequate value for them. If ScriptSig;  is not empty,
then ScriptSig; , Size is deduced automatically. Thus, our attention focuses on
ScriptSig;, .

A standard approach consists as follows. By bearing in mind that the goal is to
perform a transaction, i.e., construct a hash as depicted in Definition 2.4.4, it is
possible to obtain a temporary value for ScriptSig; ,, which is given by:

IS
ScriptSig, ;" = H < ||~ ScriptPubKey; ;. ) ;
K=1

that is the hash of the concatenation of all the outputs’ public keys. The number

ScriptSigZ,fmp Size is deduced.
Then, we set the message as

—
my = TXID, || k' ||ScriptSigZZmp SizeHScriptSigI,fmpHSeq,’k,
and its hash as

_ _ AT (_/ . . Temp q: . . Temp &
2k = H(my) = H( TXID, || k" ||ScriptSig, ™" Size||ScriptSig, ;" [|Seq;; ) -


https://doi.org/10.1007/978-3-031-31323-3_2#FPar13
https://doi.org/10.1007/978-3-031-31323-3_2#FPar15

36 3 Digital Signature

Protocol 3.4.2 is applied (bearing in mind all the notations therein), leading to the
signature (r, 1, @, ¢) from the public key y;; = (¥4, Y14, ) generated by the private
key of the considered input. After conversion of this signature by the DER encoding
(basically obtaining the numbers 7, 4, a;, ; into hexadecimal format), we finally set
Len, ; as the length of r;, (||a;, 4, also Len;, as the length of y; . [y, > and last but not
least:

ScriptSig; ;, = Lenyg|| il el Len [y [Vik,
which also allows to get the permanent ScriptSig; , Size.

It turns out that the ™ input is fully constructed, as well as the required
transaction script.



Chapter 4 )
Blockchain Contributors: The Network Gecie
of Users

In this chapter, we focus on the communication between users and nodes through the
Network of Users. Each user has connections with some others, and this allows
exchange of information. A particular type of information concerns transaction, thus
exchange of cash, or transaction lists between all the miners. These exchanges of
information can be modeled by means of Graph and Matrix Theories. Papers [26, 27]
are giving applications of the below theorization.

1 Preliminaries on Graph and Matrix Theories

1.1 Notations and Facts

A graph G = (V, E) is a pair of two sets. The first set V is a countable set, named the
set of vertices. We write V= {1,2,...,n} C N*, for some n € N*. The second set
E is a countable set of pairs of elements in V, which we name set of edges (a pair of
vertices is an edge).

From this graph, we can derive a square matrix M = (m;); < ; ; < »» Named
adjacency matrix associated with graph G, and such that

1 if (i,j) €E
mj; = .
/ 0 otherwise

We could generalize by weighting the edges, i.e., m;; can take any value, and is
therefore named weight.
The degree of node i € V is given by
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di=Card(j € V,(i,j) € E) = Zm,]

j=1

The sum of all the elements of M is the sum of all the connections, that is

Z m;; = Card(E)

i,j=1

When the graph G is undirected, then (i, j) € Eif and only if (j, i) € E (in particular
m;; = m;;), thus (7,7) is not counted twice in E. Thus,

Z mj; = 2 Card(E)

hj=1

An eigenvalue of M (and thus of G) is a number 4 € C such that the matrix
M — 21 is not injective (I is the identity matrix). Thus, there exists v € C"\ {0}
such that Mv = Av. The vector v is an eigenvector associated with the eigenvalue 4.
There are n eigenvalues (identical or not) and we call Sp(M) = {4;,...,4,} the
spectrum of M. The eigenvalues are the solutions of the characteristic polynomial of
M, given by

I (X) =det(M — X T),

where det is the determinant map. The Cayley-Hamilton theorem states that, when
18 also a matrix map, then y,(M) =

It is worth pointing out that if the matrix M is real symmetric (i.e., m; = m; € R
foranyi,je {1,...,n}),thentheeigenvalues are all real (wethussetd; >4, >...>1,)
and M is R-diagonalizable. If v; is the eigenvector associated with the eigenvalue 4;,
the spectral decomposition of M is given

n
M= Z ﬂ,‘ Vi V;F,
i=1
where v/ is the transpose of v;. In addition, the trace of M is given by
n n
1‘4)‘115f Z m; = Z /1,'
i=1 i=1

and the determinant by
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Another property of the trace is given by the equation

Tr(M*)=> X, VkeN.

i=1
Because M is symmetric, we have the variational theorem, giving

A1 = max (vTMv).

viv=1

Finally, if M is positive semi-definite (i.e., for all x € R"\{Og»}, x'Mx > 0), then
all the eigenvalues are non-negative (and conversely) and we thus set
M2Ah2>...24,20.

Suppose now that there are p < n distinct eigenvalues. The Jordan Normal Form
theorem states that there exists (P,J) € GL,(C)x M,(C) such that M = PJP"',
where

A1 0 0
0 A 1 0
o 0 A4 - 0 0 0
0O 0 O A
A 1 0 0
0 A 0
J= 0 0O 0 i 0
0 O 0' A '
, 1 0 0
Ap 1 0
0 0 0 0 4 0
o 0 0 - 2

+0o0 .
A formal series is of the form > a; X, where (@,); < y is a sequence of R or C.
i=1
Without considering convergence in details, the Cauchy product of two formal series
+00 . +00 .
> a; X"and Y b; X' is given by

i=1 i=1

(Shax) (Sx) =55 (San )

i=1 i=1 k=1
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Finally, the Banach fixed point theorem states that, on a non-empty complete
metric space (metric d), then the sequence given by the iteration

Xn+1 :f(xn)

converges to the unique fixed point of f if f is a contraction, i.e., if d(fix), (y)) <
kd(x,y) with k < 1.

1.2 Equivalence Between the Set of Graphs and the Set
of Matrices

We establish an isomorphism of K-modules (see Sect. 1.2, Chap. 3 for definition of a
K-module) between the set of graphs with weights in K and the set of matrices with
elements in K, where K is a division ring. This proves that treating the problem
through graphs is the same as treating the problem through matrices; thus, for one
derived property in matrices, the same property appears into the equivalent graph
language, and conversely.

Let K be a division ring and n € N*. We denote by G,(KK) by the set of (directed)
graphs whose weights are elements in K, and 9/, (K) the set of square matrices of
size n whose elements are in K. We want to prove that there exists an isomorphism
of K-module between both sets. We suppose known the fact that M, (K), endowed
with the usual addition and Cauchy product, is a K-module. We first construct a
specific addition and Cauchy product to endow G, (K) with, before constructing an
isomorphism of K-module.

Definition 4.1.1 (Addition of Graphs) Let G=(V,E) € G,(K), with V= {u,, ...,
u,} the set of vertices of G, and E the set of pairs of vertices, or edges. Let G' =
(V,E') € G,(K), with E another (or not) set or edged. We write “+” the addition of
G and G as

G+G =(V,EUE).

Furthermore, if (u; u;) € EN E, then the final weight is the sum of the weight in
graph G and the weight in graph G .

As an example, let V = {uy, up, uz}, E = {(uy, up), (uy, uz)} with weights m;, and
mys, respectively, and E = {(uy, uo), (ua, u3)} with weights m), and m),, respec-
tively. Then G + G’ = {(uy, u2), (s, u3), (u1, u3)} with weights m» + m',, mb, and
mys, respectively.

Definition 4.1.2 (Cauchy Product of Graphs) Let G=(V,E) € G,(K), with

V = {u,... ,u,} the set of vertices of G, and E = {(uju)ijy ¢ 1 x 4} @
set of pairs of vertices, with I, J C {1,... ,n}. Let G=(V,E') € G,(K), with
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E = {(ui, uj)(i].)el, o } another (or not) set of pairs of vertices, with 1/, JC {1,...,
n}. We write “s” the Cauchy product of G and G as

G+xG =(V,ExE),

where ExE = @ ifIN J=0; otherwise for allk € JN I such that (u;, u) € E and

(e, uy) € E, then (u;, u) € EN E/for anyi,je€lx J, with weight Zkemﬂm”‘m;(j'

As an example, we consider the graphs of the previous illustration. Then
ExE = {(uy, u3)} with weight mq,m»;.

Proposition 4.1.3 Let M € M,(K) and M’ € M ,(K) be the adjacency matrices of
the graphs G and G, respectively. Then the adjacency matrix of G+ G isM + M,
and the adjacency matrix of G * G is MM .

Proof
This immediately follows from the definition above. In particular, regarding the
graph Cauchy product, we have

! !
MM E m,kmk] E Mgy,

keJnl’

since my = 0 if k¢ J and my; =0 if k ¢ I. For A € K, we define the external lax - as

A - G, which is the same graph as G but the weights all multiplied by 4, VG € G, (K).
[

Proposition 4.1.4 Let K be a division ring. The quadruplet (G,(K), +, *,-)isaK
-algebra.

In other words, the triple (G,(K), + ,*) is a ring, while the triple (G,(K), +,-)
is a K-module.

Proof

Let A, € K and G, G’ € G,(K), with a fixed set of vertices V. The +-neutral graph
clearly is O ) = (V, @) (graph with no edge), so that G + 04 (x) =04 &) + G=G.
In addition, we have G+ (—1)-G=(-1)-G+G=04 k), so that the pair
(G,(K),+) is an Abelian group. We now have

1.42-(G+G)=2-G+4-G
2.+pn) - G=4-G+u-G;
3. () -G=21-(u-G)
4.1-G=G,

so that the triplet (G,(K), +,-) is a K -module. Finally, the operator * is
associative since the Cauchy product is also associative. The x-neutral graph is

p\) T 2 N e L

lg &)= (V, {(u,, )le{l }}) with weight 1 (one-loops only with weights 1), so
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that 15 &) * G=G * 15 k) =G. Thus, the law * is distributive so that the triplet
(G,(K), 4+,%)isaring. m

From the above, the canonical basis for G, (K)is {(V, {(u;, u)})1 <, j < n}, so that
the dimension notion on graphs make sense, and dimg G, (K) =n.

We can now “gather” graphs and matrices within the same class of objects (i.e.,
the same category). We remind the reader that, for any given graph, its adjacency
matrix is unique up to permutations of vertices, which is equivalent to conjugate its
adjacency matrix with the relevant permutation matrix.

Theorem 4.1.5 We consider the following map:

® - { G,(K)—a,(K)
" G—M

where ©(G) = M is the adjacency matrix of the graph G. Then, up to permutations,
the @ is a K-algebra isomorphism.

This means that @ is a K-module isomorphism and ring isomorphism.

Proof
Let AuceK and G,G € G,(K). Note that @(Og,,(ﬂ()) =0p,k)  and
®(1g,(x)) = L, (x)- In addition, by construction of -, ®(4 - G) = A M = 1 ®(G),
but also ®(G + G) =M + M = ®(G) + ®(G) (see Proposition 4.1.3), which proves
that @ is a K-module morphism. Next, by construction of % and from Proposition
4.1.3, we immediately have ®(G * G') = MM = ®(G)®(G), which proves that ® is
a ring morphism.

Now consider the map

v, { M, (K)—G, (K)
| N—H

as follows: let V = {1, ... ,n}. We build the set of all the pairs (i, j) such that n;; # 0,
for any i, j € {1,... ,n}. If E designates this set, then H = (V, E) with weights
(nj)1 < i, j < n It is clear that any permutation conjugation of N will permute V and
E accordingly, so that H is unique up to permutations, and ¥ is well defined. Bearing
this in mind, we see that ®(H) = N and N is the unique adjacency matrix of H, which
henceforth means that Wo® =1d; (k). Namely, we have ®o¥ =1d, k). In other
words, ¥ = ® ' up to permutations, i.e., ® is bijective up to permutations.

We have proven that @ is a K-algebra isomorphism. n

In particular, we could construct a Random Matrix Theory from the Random
Graph Theory using the K-algebra isomorphism of the proof of Theorem 4.1.5. For
instance, random graphs constructed in an Erdos-Reyni style should reflect an
infinite-side random matrix construction. Thus, adding rows and columns to a
finite-sized matrix now makes sense. Or, solving an infinite-sized Hamiltonian
system in a graph language now makes sense as well.
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2 Bitcoin Network

The purpose of this section is to motivate the needs for a modeling of the full
network of users.

The blockchain is constructed by miners, which each are individuals who build
the content of the block and assembles the full chain. Figure 4.1 is an illustration of
the relationship between users, miners, and the blockchain.

More specifically, at least two users are making an agreement, resulting in a flow
of cash from one to another, the transaction is “encrypted” as explained in
Definitions 2.4.3 and 2.4.4. The transaction is sent to the memory (or mining) pool
of a miner (yellow node on the graph), which can be seen as a set of processes
launched by a computer to mine the blocks. The memory pool is then diffused
throughout the network to the other miners so that all of them are updated each time a
new transaction needs to be mined.

For each miner, the transactions in the mining pool are one by one stored in a
candidate block, or set of blocks. Each miner is then performing a proof-of-work,
consisting in solving the problem exposed in Definition 2.2.3, i.e., finding a nonce
N such that H (Hlll) <t, for block n. Figure 4.2 is an illustration for this process.

Once a miner has its blocks in the blockchain, it is immediately rewarded thanks
to its “wallet coordinates” left as the Coinbase transaction ID TXID, on the list of
transactions 7, of the block n just mined.

In case two blocks have found a nonce at the same time, the wining miner is the
one that has the largest number of candidate blocks: this rule is named consensus.

fiow df transadion infermaticn
-

Fig. 4.1 Network of users and relationship with the blockchain. (Source: Julien Riposo, 2023)
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Fig. 4.2 Mining competition. Each miner is having its own candidate block, or set of blocks. The
first miner to solve the proof-of-work problem has its candidate blocks on the blockchain. (Source:
Julien Riposo, 2023)

The other candidate blocks are immediately thrown, unless a losing miner
believes he can construct a longer chain than that already on the blockchain. This
could result in a 5/% attack: a miner can change the past of part of the blockchain,
provided it has more blocks than the ones on the blockchain from a certain moment
in time. This means that the transactions that are not in the new coming blocks are
directly cancelled, as changing a block into another changes the history of trans-
actions. However, a unique miner is very likely to spend a lot of time and energy for
a 51% attack, and the longer the process, the more energy does it needs to set its
blocks.

Once a block or set of blocks is mined, then the miner diffuses the information to
the rest of the network, and gets rewarded by (1) the transaction fees for each
transaction related to the mined block (see Fig. 2.4) and (2) the block reward.
Figure 4.3 is an illustration for this process.

The time to add a block is modeled in Sect. 2.2, Chap. 2.

From the above, it is worth stressing that a certain number of types of information
is diffusing/propagating through the whole network. Thus, questions like first
passage time, shortest paths, and usual optimality procedures are of relevant matter.
The paper [26] studies the distribution of degrees among several cryptocurrency
blockchains.
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) Block reward
() Transaction fees

jock(s) information

Fig. 4.3 The wining miner is the one that solves the proof-of-work problem. The other candidate
blocks are generally cancelled; the wining miner earns the block reward and the transaction fees.
(Source: Julien Riposo, 2023)

3 Some Modeling for the Network of Users

This is where modeling gets involved in: theoretically, the network can be
represented as a graph, whose vertices are miners and/or users. Some important
models are proposed in [5], which inspired the below content of this section.

In particular, an important tool for making operations (typically addition and
multiplication) on graphs is through the matrix universe.

3.1 Perron-Frobenius Theorem

The Perron-Frobenius Theorem should be the fundamental known property for any
graph and adjacency matrix considerations, as the principal component(s) contain
important information on the system. We shall start with this theorem (focusing on
positive (i.e., positive elements) symmetric matrices), then we focus on more general
considerations around graphs and matrices.

Theorem 4.3.1 (Perron-Frobenius) Let M be a symmetric positive matrix. Then

1) Ay > Al foralli € {2,...,n} (nondegeneracy and dominancy of the highest
eigenvalue),
(i1) The components of v, (eigenvector associated with A,) are non-negative.
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Proof
We write

M V1 :/11 Vi.
On the one hand, note that 4; > 0 necessarily, since otherwise we could not have

Tr(M) > 0, which is true since M is a positive matrix. On the other hand, we have

n
/?'l:v’ll“le: < Z m;

ij=1

S

ij=1

O[b]
Because of the variational theorem, we have

n
E:mii

ih,j=1

0

V(i])‘ S;tl’

(1)

allowing to conclude equality. Therefore, the vector w = (‘vl @

W (n)

Vi

. 9 sy

)T
is an eigenvector of M associated with the eigenvalue 14, i.e., Mw = A,w.
=0, aka v@ =0. Then

Now, suppose there exists i € {1,...,n} such that ’vg')

n
Mw=Ahiw= E m;;
=1

VY)‘ =0.

Since m; > 0 for all i, j € {1,...,n}, then

vﬁ”‘:o forall j € {1,...,n}. This

v(li)‘>0 for all i € {1,... ,n}, thus v(li)?fo for all

i€ {l,...,n}. Suppose there exists i € {1,...,n} such that v<1i) < 0. As we have

seen,

is impossible. Therefore,

> mp! =,
j=1

n
E j
J

=1

Vsn‘ :/1] ‘VY) .

Then, by summing, we have

A (v(li) + ‘vgw

>:0= ilm,j(v?> + ‘VY)D
i=
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Since VY) + ‘v?‘ >0, it turns out that v@ + ‘vgj)‘ =0, for all j € {1,... ,n}.

Therefore, v%’) <Oforallje{l,...,n}.

Suppose there exists another eigenvector u ¢ {v,w} associated with the eigen-
value 1;. Then the same applies to u. Since M is a real symmetric matrix, then
necessarily u and v; are orthogonal. However, from the above, we have

Zv?)u(j) = Z ’vy)uw‘ >0.
=1 j=1

This is impossible. We conclude that

— vy =w, and
— There is no other eigenvector associated with the eigenvalue 4,.
Thus, the highest eigenvalue is nondegenerate, and v; has positive components.

Finally, let v be an eigenvector associated with the eigenvalue 4; < 4, for any
i€ {2,...,n}. We therefore have

> 32

ij=1

= |Ail.

3 sV

L=

Therefore, the highest eigenvalue is dominant. This concludes the proof. m

This theorem still applies when the matrix M has its components non-negative
and is irreducible, i.e., there is no any (permutation) matrix P such that P~'MP is
block upper triangular.

Definition 4.3.2 A matrix M = (m;); < ; j < » possesses the Perron-Frobenius
property if 4y > Al for all i € {2,... ,n} and the component of v, are all
non-negative.

Definition 4.3.3 A matrix M = (my)| < ;, j < » is said to be eventually positive if there
exists ko € R such that M* has its elements all positive, for any k > k.

Theorem 4.3.4 For a symmetric matrix =(m;)| < ; j <  » the following properties
are equivalent:

(1) M possesses the Perron-Frobenius property;
(i) M is eventually positive.

Proof (see [6])
Suppose that

> A2 2l
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Let v; be the eigenvector associated with the eigenvalue 4;, forall i € {1,...,n}.
Since M is symmetrical, then they form an orthonormal basis of R". Let

v ={v € R"\ {0} with non — negative components,and v'v=1}.

Forve v, let a; = viTv (inner product on R") so that v= Zl": ,a; vi. Note that
ap > 0.

Because M is symmetric, so as M* for any k € N* and, using the spectral
decomposition of M, we have

n
k k T
Mzg A vivi,

i=1

thus M*v ~ ﬂ’f a; v; when k — + oo. Thus, there exists m € N* such that M*v has its
components non-negative, for any k > m.

The set 4V is compact. Indeed, ¥ C {v € R"\{Og: },v'v= 1}, which is compact.
Moreover, if (u,), < n 1S a sequence of 7 with limit u, then u €
{v € R"\{Og},vTv=1} (it is compact therefore closed) and the components of
u are non-negative since R, is closed in R. Thus, ¥ is closed, therefore it is compact.

Now set

ko= maqzc (m, M*v has its components non — negative, for any k >m),
ve

which exists since ¥ is compact. Therefore, for all v € 7/, then for all k > k, all the
components of My are positive. By choosing v = (0, ...,0,1,0,.. .0)T ( jth position
for any j € {1,...,n}), then element (i, ) of M* is positive, for all i € {1,... ,n}.
This demonstrates that M is eventually positive.

Conversely, if ko € N is such that M" has positive elements for all k > k, picking
a particular such k, and noticing that M* is a symmetric positive matrix, Theorem
4.3.1 applies to M*. The highest eigenvalue of M is positive and dominant, and the
unique eigenvector associated with this eigenvalue has positive components. It is
worth noticing that the highest eigenvalue of M is the k™ root of the one of M* with
the same eigenvector. Finally, the proof is achieved.

3.2 Invariants of an Adjacency Matrix

Invariants of matrices are useful to characterize the network, e.g., to calculate the
probability that a random walker revisits a node in a given number of steps. Here,
“invariants” refer to the fact that any map from V to V that conserves adjacency also
keeps these “invariant” values. We will need further definitions to calculate these
probabilities. It is worth pointing out that adjacency matrices are invariant on such
maps. Sections 3.2, 3.3 and 3.4 are dealing with these calculations.



3 Some Modeling for the Network of Users 49

Definition 4.3.5 The principal invariant of the graph’s n x n adjacency matrix M are
the coefficients of its characteristic polynomial, that is (1(M))ic(01,.ny » Such that

ay(A) =det(M — A1) = Z[k nk—0,

Proposition 4.3.6 We have the Newton Identity:

(_1>k71 k—
Ti(M) =>—— (-1 Z/(M) Te(M*~Y), Vke{l,...,n}.

—~
Il
o

Proof

We use the identification through formal series. The characteristic polynomial has
n roots (the eigenvalues 4, ..., 4,) on the algebraically closed field C, which is a
separable field, thus we can write

o) =1 [T (=40,

hence

ﬁ Z Xn k
i=1

Multiply both sides by X " and set ¥ = X', so that we have
[[a-2r)=> (-1 z,(m) ¥*
i=1 k=0
We now calculate the differential polynomial (with respect to Y) of the right-hand
side, which we multiply by Y, simply being > (— l)k k Z;(M) Y*, while for the
k=1
left-hand side and assuming that |Y1 is sufficiently small, we have

anj<(_4i> II (1_Ajy)>:_(" 1/“;Y>1i[1(1—1jY)

i=1 j=1,j#i i=1

_ (Z Z”W)z) (Z 1 1) Y1,>

i=11=1
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+

o0

=< Z(a,y)’) (Z =" 1 (M) yl’)

I=1i=1 !

= <Z Tr(M") Yl> <Z =)' 1 (M) Y”).

=0

=

+
3

We have indeed assumed that |Y1 was sufficiently small, so that the double sum in
the first factor could be inverted (because there is uniform convergence), and we

used the fact that > A} =Tr(M'). Therefore,
=1

zn:(f Dk Tu(M) YF = (fTr(M’) Yl> (Z (-1 ', (M) Yl’>.
k=1 =1 I"'=0

Now we want to use the Cauchy product of two formal series. We setZ; (M) = 0if
k > n, and

o if i=0 (=) T (M) if k<n
“’_{Tr(Ml) it i>1 b"_{o if k>n

so that
Zn:(_ l)k ka(M) Yk: ~ <Xk:(— 1)k7171 Ik—l(M) Tr(Ml)> Yk,
k=1 k=0

We therefore identify the coefficients of the same degree, and we have, for any
ke {l1,2,...,n},
k k
D k)= (=) () Te(MY) = (= 1Y (= 1) ey (M) Te(M'),
=1

=1

which gives the required expression by a straightforward index change. n

Thus, when k = 1, we have
L(M)=Tr(M).

When k& = 2, we have

(M) == T,(M) Tr(M) —% To(M) Te(M?) = (Tr(M)2 - Tr(MZ)).

N —
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When k& = 3, we have

k—1 k—1
n(M)=Y. (T(“",?)) (M),

hence Z; (M) is a weighted average of the Zy (M), ..., Zo(M), and the weights are

()

,,,,,

A very important note is that the Z;(M)’s write with respect to structural
characteristics of the graph, such as the number /-loops N,G, for I € {0,...,
k — 1}. Indeed, we have the following proposition.

Proposition 4.3.7 We have

1
N,?: ] Tr(Mk), for all k € N*.
Proof
When k = 1, Tr(M) is the sum of the diagonal elements of M, i.e., the sum of self-
loops. If k > 1, recall about the meaning of the (i, j) element of M this is the number
of paths connecting nodes i and j. If (Mk),», ; s this element, we have

(Mk)i,i: zn: (Mkil)i,j Ji

j=1

Therefore, (Mk)i, ; 1s the number of all paths of length & from i to itself. Summing
over i, we obtain the number of all paths of length k from i to itself, for all i, but
counted k! too much (there are k! such permutations of loops in the graph). n

The following theorem is the main result of this section.

Theorem 4.3.8 We have

Zik:l lll:k ’
Vi ;20

k NG
(M) = > (-1)’/'%, Vk € N*.
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Note that > is

Vi ;>0
S i=k R
Vi ;>0
such that i; Iy + ... + il = k, where [y, ..., [, > 0. This equation is the natural

integer partition of the number k.

Proof
We now introduce the two generating functions:

:fzk(Mz"
k=0

=3 Tr( (=M

9=3 ((=m)")z

Both of them converge for Izl sufficiently small (we invite the reader to prove this
assertion). From Proposition 4.3.6, we have that, by applying the Cauchy product in
the other way:

400 k—1

—CI)I Zka ZZTr( )I,(M) !

k=1 Il=

- (fj o —M)k)zk> (szk(mzk) = — O7(2)0r(2).
k=0 k=0

Thus, given that ®7(0) = 1, we solve this differential equation to obtain

D7(z) =exp </()Z(I)T(Z/)dzl> =exp <§¢Tr((M)k)zk>

k=1

= ﬁexP (%Tr(( —M)k)zk> = ﬁexp (— Tr(l]:/lk) zk).

Using the fact that
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we therefore deduce that

k

Nt 5 (Tr( M/)) k
r(&)=2 iy Z H 1 <
S in=kd=!
Vi ;20

The uniqueness of the coefficients of ®7 allows to achieve the proof. B

3.3 Random Walk and Principal Invariants

To calculate the probabilities, we need to introduce random walks. In Sect. 2.2,
Chap. 7, we reintroduce random walks and Markov Chain in a more formal way.

Definition 4.3.9 Let G = (V,E) be a graph. A random walk of size N€ Non Gisa
sequence (X ¢ o,1,... ,ny Such that X; € V for any k € {0,1,... ,N}, and (X,
Xy .+ 1) €Eforanyke {0,1,... ,N—1}.

Definition 4.3.10 A random walk (X ¢ (0,1,... .~y With N € N is a Markov Chain
if

P(Xn = i‘Xn— 1 :j,Xn—Z =lyp_2, ... ,XO = l()) = P(Xn = i|Xn— 1 :J),
for any (n,i,j,4, —5...,0p) € {1,...,N} x V"~ ' we say that the Markov Chain is
homogeneous if P(X,, = il X,, _ | =) does not depend on n.

Definition 4.3.11 A Transition Matrix 7 is a matrix whose element (i,j) is the
probability that the homogeneous Markov-Chain random walker gets from state
i € Vo state j € V. This is a stochastic matrix, that is

> Ty=1, Vie{l,...n}.

j=1

Theorem 4.3.8 applies to 7, that is
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Thus, we particularly have

— Z,(7) =Tr(7) is the probability that a random walker stays at a node in one time
step;

— Z,(7)=det(7T) is the probability that a random walker revisits an initial node in
n steps.

3.4 Symmetric Group and Principal Invariants

In this section, we give a simple combinatorics interpretation of Theorem 4.3.8. The
symmetric group 0, is the group of permutations from {1,... ,n} to {1,... ,n}.
There are n! such permutations.

Definition 4.3.12 The cycle index polynomial of the symmetric group 0, is given by

Zu(x1s o ax) = % S

0€0, j=1

where (o) is the number of (disjoint) cycles of length j in the permutation o.

The cycle index reveals compactly some information about how the symmetric
group 0,, acts on the set {1,...,n}.

Theorem 4.3.13 We have

n b

X:
— j

Zn(X1,5 oouXy) = E 1157
Z;lefli:n j=1

Vi ;20

Proof

n
The quantity of interest to calculate is > ] xﬁ’@. To transform it, we partition the
6€0, j=1 "

integer n as follows:

n= Zili, where [, e N,Vie {1, ...,n}.

i=1

This is a compact way to write n = a; + ... + ay, for some N € N, and where
a; € N. Some a;s are the same, hence the above formulation.

We need to calculate the total number of equivalent permutations containing I
cycles of length k between the vertices {1,...,n}, forallk € {1,...,n}. There are n!
such permutations in total.
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However, for all k € {1,...,n}, the I cycles of length k could be written in any
order (e.g., (14)(23) = (23)(14)), and there are [,! ways to write these unique
permutations.

In addition, for all k € {1,... ,n}, a cycle of length k is the same by circular

permutation (e.g., (123) = (231)). There are k ways to write a cycle of length k;
therefore, there are k* ways to write I, cycles of length k.

Finally, if we consider one family of cycles of length k and another one of length
K # k, the total number of configurations is the multiplication of the ones for each
family, as the classes of distinct-length cycle are disjoint.

Bearing all above in mind, we conclude that

n
A I’l' 1
SIE7= % S—
I
Vi 20 K k=
hence the result. B
Corollary 4.3.14 We have
1 il
Zl_:lll,fnf_l S
Vi >0
Proof
This comes from the identity of the expressions of Z, in Definition 4.3.12 and
Theorem 4.3.13, and by settingx; = ... =x, = 1. 1
From this equality, we have
n!
| = _
n Z H l.!jl/ ’
Z?:1i li=nt= !
Vi 20
therefore, the term H - 18 the total number of equivalent permutations containing

I, disjoint cycles of length k,forall k € {1,...,n}.
We now come back to Theorem 4.3.8. Especially, we have

Ii(M) =Z (- Te(M), — Tr(M?),..., —Tr(M")), Vke N
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Therefore, 7, (M) is nothing else but the cycle index polynomial of the symmetric
group 0y, valued at point (—Tr(M), —Te(M?), . .., —Tr(M")).

This proves that the invariants contain information on the act of the symmetric
group to the network.

3.5 First Hitting Times and Absorption Probability

This section is dealing with the time needed for a random walker to first hit a vertex
on average, as well as the mean time to reach a state to which it stays — this state is
called absorbing. This could deal with an information shared by a miner to another
one, or a transaction information entering the network. Thus, absorption of infor-
mation is an important matter for understanding the Network of Users.

We consider a graph G = (V, E), where V = {1,2,... ,n} and G is connected,
which means that for any two nodes i, j € V, there exists a path (X, X + )k € 10, ...,
~ — 1y for a given N € N* and xo, ..., xy € V, such that (x,x; 4 1) € E for all
k €{0,...,N — 1}. Figure 4.4 shows an example of connected graph.

We consider a homogeneous Markov chain (see Definition 4.3.10) (X)) ¢ v On
this graph, whose transition matrix (see Definition 4.3.11) is given by 7. For
example, the transition matrix for the graph shown in Fig. 4.4 is given by

0 05 0 0.5

05 0 025 025
0 04 04 02

0O 0 O 1

T:

Definition 4.3.15 A state i € V is called absorbing state if it is impossible to leave
this state on the graph, that is if T; = 1, implying that T ; =0 for any j € W{i}.

Theorem 4.3.16 (First Hitting Times) Let ] € V. If y; is the expected time to reach
state | from state i € VW{l}, then

n
w=14Y Ty

j=1
Proof
LetT,= mi(r)l (X; =1) be the First Hitting Time fo reach state I. Let ] € Vand t € N*.
>

By definition, we have u; = E(T|Xo =1).
From the law of fotal expectation, given by

n
E(T)|X, =i) = ZE TIX, 1 =) PO, =ilX, 1 =j)= > E(TIX, 1 =j) T;
j=1 =1
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Fig. 4.4 Graph G = (V,E)
with V= {1,2,3,4} and
E={(1,2),(1,4),2,1),
(2,3),(2,4),3,3),3,4),
(4,4)}. The transition matrix
is also represented by the
weight on each arrow.
(Source: Julien Riposo,
2023)
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Noticing that E(7/|X, 1 =j) =E(Ty|X;=j) + 1 and that, because the Markov
chain is homogeneous, E(7/|X, = i) = y;, we then achieve the proof. m

Regarding the graph shown in Fig. 4.4, if we set / = 4 (absorbing state), then

Hence

1
M1:1+§ (M + pg)

1 1
m=1+5pm+7

(3 + py)

2 1
pa=1+3 (ﬂ2+ﬂ3)+§ Hy

Hy =0

37
/41*?
23
/42*7
27
H3—7
Hy =0
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Theorem 4.3.17 (Absorbing Probability) Let | € V be an absorbing state. We
consider A; = {absorption at state [} and a; = P(A) Xo = i), for any i € V. Then

a; = ZTU aj, Vi e V\{l}

j=1

Proof
Let ! € Vand r € N*. By definition, we have a; = 1. For any other absorbing state
! # 1, if any, then ay = 0. We use the law of total probability, given by

P(A|X,=i)= ZIP’AAX,_If P(X,=ilX, 1=j)= Y PAX, 1=j) T
j=1

Since the Markov chain is homogeneous, we have P(A|X, = i) = PAJX, _
1 = 1) = P(A)1 Xy = i), hence the result. B

Regarding the graph shown in Fig. 4.4, if we set [ = 4 (absorbing state), then

1
a1:§ (a2+a4)
1 1
a2:§ a1+Z (a3—|—a4)
2 1
a3:§ (a2+a3)+§ [
a4:1

Hence a; = a, = a3 = a4 = 1. Without surprise, the walker will be absorbed by
the only absorbing state 4.

3.6 A Quick Word on Diffusion and Propagation
of Information

The Diffusion Theory on a graph definitely is a topic that applies here. If
f materializes the information rate on a graph, that is f is a two-variable function
defined on R x V, which is such that r — f{z,x) is a ¢! class function for anyx eV,
then for an appropriate defined Laplacian operator A, we have the following
Diffusion Equation:

%(M): — D Af(t.x). Y(t.x) € USRxV,

where U is an open set of R x V, and D € R, (notice the minus sign on the right-
hand-side).
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A fitting for the actual network could be performed, and information about the
diffusion power of the network could be obtained. It should be interesting to derive
the analytical solutions for the above equation, when the graph is undirected, but also
when it is directed, so that a proper fit could be performed. For more details, the
reader is invited to focus on the article [12], which construct from scratch a Peer-to-
Peer network model describing the diffusion of information through it. The main
advantage of this model is to be able to fit the network for forecasting purposes.

4 Diffusion Models on a Graph

In this section, we are reviewing famous diffusion models. There are needs for
understanding network influence behaviors. Specific decisions can be taken from a
part of the network, while the other part might be influenced and decide either the
same, or differently. The latter decision might influence the former and a game
theory starts within the network. There is a diffusion of information, while some
agents learn from others.

The two main aspects we would like to emphasize here are

— the diffusion aspect, or how the network does impact behaviors, and
— the learning aspect, or how the opinion might change from information reception.

The diffusion aspect can be modeled by the Bass Model (1969), while the
learning aspect can be modeled by the DeGrout Model (1974). Both models are
connected to the important “S” shape. Further considerations are explicitly shown in
the detailed book [13].

4.1 “S” Shapes

The “S”” Shape is a network characteristic that appears almost systematically in every
diffusion on a graph. It can model some news propagating throughout the internet
network, or a virus reaching several people.

Figure 4.5 is explaining the characteristic through an example of virus outbreak.
We may explain the concept through the example of a piece of news reaching a
group of persons, or a list of transactions reaching all the Bitcoin miners. Thus, the
“S” Shape can be divided into three consecutive time regimes.

— Initiation: A miner is receiving a new transaction to mine. It is (1) starting to hash
and (2) diffusing the new piece of information to its direct connected miners. The
latter are receiving the information, and this repeats again. At earlier stages, the
percentage of people concerned with this new piece of information remains very
low, and the diffusion rate is low as well, but increasing, because there are more
and more miners getting the information.
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Fig. 4.5 “S” Shape illustration. Here, a contagious virus is spreading throughout a community of
people. First (top panel), a very few number of people are contaminated. Second (middle panel), the
rate of contagions is exploding. Last (bottom panel), the rate decreases, since everyone has been
contaminated. On the right-hand side are shown the empirical PDF and corresponding CDF, which
shows an “S” Shape once the virus has reached a sufficiently high number of people. (Source: Julien

Riposo, 2023)
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— Transition: The diffusion rate is exploding. The number of miners who have
received and diffused the information is now sufficiently high to quickly reach
most of the community.

— Termination: A very few number of persons without the information are left, and
it remains less likely to reach them, because not everyone in the community
knows them, but only a very few.

In Fig. 4.5, for each panel, we have represented the PDF (bottom figure) and the
CDF (top figure), as a function of time of the contagion. On the bottom panel, the
CDF has the “S” Shape.

4.2 Bass Model

This model aims at reproducing the “S” Shape. The network is not supposed to have
any particular structure, except it needs to be connected (i.e., for any two vertices,
there exists one path in the graph connecting them). To each vertex is associated two
states, either state O or 1 (e.g., the information is received or not; the decision is made
or not). We introduce the function F of time, representing the fraction of population
who have adopted action 1 at time 7. We wish to know the evolution of F.

Let p be the rate of spontaneous adoption, i.e., adoption without particular
influence from the others in the community. Let ¢ be the rate of imitation adoption.

Consider the time ¢ € R,, and consider the increment 6t > 0. What is F(¢ + 61)?

First, F(t + 6t) is expressed as the rate F(f) at time ¢ if no adoptions have been
made from times ¢ to ¢ + t. Second, some spontaneous adoptions could have been
made, with probability p times the number of non-adoptions. Third, some imitation
adoption could also have been made, with probability g, which we have to multiply
by two other factors: the number of non-adoptions (since they are going to adopt)
times the number of adoptions (since they are the influencers). To sum up, we have
the discrete Bass Model equation.

Proposition 4.4.1 (Discrete Bass Model Equation) The evolution of the factor of
population who adopted action 1 from times t to t + 0t is given by the equation

F(t+6t)=F(t) + pst(1 — F(1)) + qbt(1 — F(1))F(z).
This equation can be rewritten as

F(t+6t)—F(t)=({p+qF(t))(1—F(r))ét.

Because F is a continuous function of time, we then have

O 5t = (p + g () (1 - F(0)or.

We deduce the following proposition.
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Fig. 4.6 Proportion of adoptions given by the Bass Model. Here p = 1/10 and ¢ = 1/2. (Source:
Julien Riposo, 2023)

Proposition 4.4.2 (Continuous Bass Model) The evolution of the factor of popu-
lation who adopted action 1 at time t is given by the following differential equation

SO _ (o + g (1 - F(1).

The solution to this differential equation, with F(0) = 0, is given by

F 1 —e—(Pt+a)

t)=——F—————.

() 1+ge7(p+Q)l
p

In addition, this function presents an “S” Shape when p < q.

See Fig. 4.6 for an illustration. The “S” Shape appears when the agents are more
influenced than making their own decision. This behavior might imply a domino
effect, faster than without influence, in the decision process.

Proof
For any ¢t € R, the function F is lower and upper bounded: 0 < F(f) < 1. The
following problem

SO+ gr)(1- F(0)
F(0)=0

is defining a Cauchy problem, which admits a unique solution.
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From the differential equation, we have

t

F(r)
dF(r) B ;L
0/ b+ aF@)(—F(@) / =t

0

The left-hand side writes as

F(1)
O/ (p+ZF(t’) 7 —;(ﬂ)>dF(t/) =In (%) — In(p),

and after some quick calculation, we deduce the solution. We note that this solution
is well defined on Ri and is therefore maximal on Ri, which means it is the solution
satisfying the differential equation on R’ .

It is clear that

— the function F is strictly increasing from R, to [0, 1[, therefore it is bijective;
~ lim F()=F(0)=0; lim F(1)=1;
t—0 t— +00

T 1A — e T (£ — ()
zlin&F (1) p’z—I}TwF (1)=0;

Therefore, proving that this function admits an “S” Shape is the same as proving
that there is a unique inflection point. The function F is twice differentiable on R, .
We have

F'(t)=(q—p—2qF(1))F'(t).

Thus, F'(f) = 0 if and only if

Hence, the point = F ~! (% (1 — g) ) is an inflection point if and only if ¢ > p,

and it is the unique inflection point. This ends the proof. m

4.3 DeGroot Model

The model is now a description of the decision process through how the agents treat
the received information by learning from their neighbors’ decision process.
Besides, the DeGroot Model has the assumption that vertices are influenced by
their neighbors in their belief, resonating with the Bass Model for a nonzero rate g.
Thus, we consider a graph with nodes and connections, as defined in Sect. 1.
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At each time step t (now t € N), vertex i updates her belief b(r) € [0, 1] (b(t) =0
if there is no belief at all, while bi(r) = 1 if there is a belief that cannot be stronger).
At each time step and for each node, the information about the belief of the closest
neighbors is received once.

We introduce the probability transition matrix P = (p;)1 < i, j < » a5 a stochastic
matrix, that is

> py=1. Vie{l,....n}.

j=1

p;; represents the probability of information transition from vertex i to vertex j (see
Sect. 2, Chap. 7 for a more formal definition). Each node i € {1, ... ,n} starts with
the belief b;(0) € [0, 1], and the system evolves according to a Markov chain process:
for any ¢ € N* and vertex i, the belief update is given by

bi(t) = znzl’jibj(t_ 1).

If we now set as B(t) = (b(?))1 < i < » the vector of beliefs, we thus have
B(t)=PB(t—1),

or
B(r) = (P))'B(0).

The vector of beliefs then evolves as explained in the previous sections.

In particular, the question about reaching equilibrium (i.e., does . lirll (P")' make
— +00

sense?) is an important aspect of the model.
We give one condition below for which this equilibrium exists.

Definition 4.4.3 (Primitive Matrix) Let P be a stochastic matrix. It is primitive if
there exists k € N such that P* has positive elements.

Theorem 4.4.4 (Perron) Let P be an n x n primitive stochastic matrix. The
sequence of matrices P% c n converges and its limit Q is a stochastic matrix of
rank 1.

Proof (see [17])

, for

l

We are endowing the space R” with the norm defined by || X||= > | x;
=1

X=()1 <i<n Wesetf(X)= > x;. We also write

i=1

T={XeR" f(X)=1}.
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¥ is a convex and compact set of R”. Let m € N™ be such that the elements of
Pt = (p’") are all positive. We go through the proof step by step.

v 1<ij<n
1. For any X € R", we have [IPX|| < |IX|| and iP'X) = fiX).
Indeed, we set Y = PX, so that

n
Yi= ijixj, vie{l,...,n}.
j=1

Hence,

n n n
IYll=> " vl< Y palul< Y bl =[X].

i=1 j=1 j=1

In addition, we have

Y)::ﬁiyi E:I%& §:xl

i=1 ihj=1 j=1

2. Forany X € R}, the elements ofPlX are non-negative, and the ones of P"X are
higher than ( min pﬁ”) [1X]]-
i,je{l,...,n}
n
We set ¥ = P X as in the previous step 1. Since y; = > p;x;, Vi€ {1, ....n},
j=1

we see that y; >0, Vie {1,...,n}. Setting Z = (P/)’"X = (2)1 < i < n» We have

n n
a3 orpz (g i) 3= (in ok )

= ijefl, =

i,je{l, ..,n}

3. If X € R" such that fiX) = 0, then ||(P')"X|| < (1 —n( min PjT)) [1X1].

Let Z= (P)"X as in step 2. We have

so that

n
zi| < " min xi| = X min
| l‘ ;(pjl (i’,j’E{] n} /[>>|/ ijl‘l| <i/,j'6{1 n} J,>| ||
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By summing over i, we deduce that

s

1zl < Ix] —n(. min p,;f’) X

i,je{l,...,n}

concluding.

4. The set X is stable by the map X — (PY"X and this map is contractant with
respect to the norm || - ||.

The stability of X comes from point 1 above. Let X;, X, be elements of £. We set
Yl = (P )mX] and Y2 = (P )mXZ. Thenf(X2 - Xl) = 0, Y2 - Yl = (P )m(X2 - Xl)’ and,
from point 3, we have

- nilis (1-n(, min pr) )i -xil

We conclude since | 1 —n min p% <.
i,je{l,...,n} J
5. The sequence of matrices (PN e n converges, its limit is a stochastic matrix
Q of rank 1.

The Banach fixed point theorem allows to assert that the map X ~> (P')"X has a
unique fixed point K in X, and, for any vector X € Z, the sequence (((P/)’")kX e N
converges to K € X (since X is compact, then closed). If now (e, ... ,e,) is the
canonical basis of R”, then since ¢; € = forall i € {1,...,n}, then (P)")e)i < n
converges to K, which proves that the M row of the sequence (((P’)m)k)k c N
converges to K. Hence (((P/)m)k)k c N, and ((P'")k)k < n converges to the matrix
Q where all the rows are equal to K.

6. The sequence of matrices (Pk)k c N converges to Q.

The Euclidean division of k by m gives k = mqg + r, g € N and 0 < r < m, thus
(PH = (PY((PY™". Set k = r[m] (see Sect. 1, Chap. 5) and k sufficiently high. We
have that (P/)k tends to (P/)rQ, and since all the rows of (P/)r are elements of X
(by point 1) and the rows of Q are the fixed point on X for the map X — P"'X, we
deduce that (P’)’Q/ = Q/. It implies that all the subsequences (with k being element of
all the equivalence classes mod m) have the same limit, that is Q', i.e., the sequence
of matrices ((P’)k)k < N converges to Q’, therefore (Pk)k e N converges to Q. &

Coming back to the equation B(f) = (PYB(0), if P is a primitive matrix, then
equilibrium makes sense and coincides with the steady state given by Q = rliTooPt ,
that is tlirPOOB(t) = ('B(0). In addition, if B(0) is a stochastic matrix, it turns out
from the proof above that B(0) € X, which means that [lil_POOB(t) does not depend on
the initial state B(0). We say that t—le-POCB(t) is the unique stationary law of the

associated Markov Chain, and rather write it as (4,)1 < ; < »-
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4.4 Diffusion on the Peer-to-Peer Network

In this section, we sum up the important findings elaborated in the paper [12]. In this
paper, we construct a diffusion theory that mathematically describes the diffusion of
any kind of information through a peer-to-peer network. As specified in this article,
an application is to construct a trading engine, since, from the law of diffusion, we
can forecast flow of information. More specifically, we construct a system that
allows the derivation of a differential equation — the diffusion equation — and we
also derive the analytical solutions, in case the peer-to-peer network is undirected,
but also, as a brand-new result, when the peer-to-peer network is directed. The latter
case is more realistic, since if a miner possesses a piece of information, e.g., a new
transaction, then she must share it as specified in the protocol, but the other miner
who just received this piece of information from her does not need to send this back
to her. In addition, adding delays and boundaries achieves an exhaustive construc-
tion, which it is possible to fit to the blockchain. Below, we present the main steps
and results. The main difficulty was to elaborate a definition of a reasonable
Laplacian operator on a graph.

Let G = (V,E) be a graph (i.e., the peer-to-peer network) and A its adjacency
matrix. Let f: R, x V— R be an information function (e.g., representing some cash
flow proportion). Let t € R, be the time index.

Definition 4.4.5 The Directional Derivative from z € Vtoy € Vis given by

0:f (t.y) = (f(t.y) —f(t.2))Ay..
It is just the finite difference between two connected vertices.
Definition 4.4.6 The Laplacian at x € V is given by

Lf(t,x) = Zaza,f(t, x).

zeV
Hence, we prove the following theorem:
Theorem 4.4.7 The Diffusion Equation on G is given by

% (t,x) = — DLf(t,x) + T'(t,x),

where

— D € R, is the diffusion coefficien;
— T is the information creation/destruction rate at vertex x € V at time t € R,.

It is worth stressing that the negative sign in front at the first term on the right-
hand side is necessary in our context (otherwise the solution diverges).
We also derive the analytical solution.
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Theorem 4.4.8 (Analytical Solution of the Diffusion Equation on Undirected
Graph) Let (u,); ¢ v and (v;); c v be the eigenvalues and eigenvectors of L. The
solution of the diffusion equation is given by

f(t,x)_Z<C,-eD"ft+/ ~Duilr—v ZF 7, j)vi(j )Vi()C>’

icV jev

where (C)); c v is a family of real numbers.
Without any loss of generality, we write V.= {1,...,n} withn € N*.

Theorem 4.4.9 (Analytical Solution of the Diffusion Equation on Directed
Graph) Let L=uSV be the Singular Value Decomposition of L, and let (u,); ¢ v
and (v,); ¢ v be the columns of the matrices u and v, respectively. The solution for the
directed diffusion is given by

f(e.x) = (@"(1)) u(x) = (" (1)) v(x),

where
a'(r) ch(Dv'ust) —sh(Dv'usSt)v'u a'(0)
(1) S\ - sh(DSV'ut)u'v  ch(DSV'ut) a’(0)
t (ch(DV'us(t — 1)) —sh(DVus(t—r))
+ / - Udr,
—sh(DsVu(t—1))u'v ch(DSVu(t—r))
and

S Iy ()

jev

S r ()

jev

S (i ()

jev

PR ACHAT)

jev

One very exciting analogy is the expression for the propagation of a quantum
particle throughout a network, see [22] and compare the equation expressions.
Figure 4.7 shows an important example for the implementation.
Adding now boundary conditions, we have the following theorem, expressed in
an intuitive way.
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Cycles are abundant in the P2P network
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The steady state consists of oscillations

Fig. 4.7 A clockwise-diffusion on a ring graph. Initially, some vertices have the full amount of
information, while the others have none. From time ¢ = 0, the diffusion is occurring: the information
propagates clockwise and diffuses as a spread throughout the ring. On the right panel, one graph
corresponds to one node. We observe a steady state with oscillations. This reminds of the behavior,
e.g., RLC circuits in Physics. (Source: [12], 2022)

Theorem 4.4.10 (Boundary Conditions) Adding boundaries to a graph is the same
as adding vertices and imposing an information creation/destruction rate on them.
Specifically, if G=SUS where fit,x) = B(t,x) (fixed) for all (t,x) € R, xS
(boundary), then the creation/destruction rate becomes

I'(t,x)=0(t,x) + D ZB(r, ¥) Ay

Adding now delays, giving a realistic model (a miner will not immediately treat the
piece of information she receives, as she will need time to be aware), we have the
following theorem.

Theorem 4.4.11 (Delay) The Laplacian operator L (and the adjacency matrix A)
has its elements being Heaviside functions of time (0 below a threshold, and
1 above).

Bearing all above in mind, the total information of the blockchain (see Sect. 1,
Chap. 7 for the equivalence between the blockchain and the peer-to-peer network) is
contained in one differential equation. A fit on the blockchain becomes relevant, at
any instant, and a forecasting of flows is possible.
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Fig. 4.8 Outflows of bitcoins (real data) on the P2P network. This is issued from the list of outputs,
5100 to 5200, for block 680,000 of the BTC blockchain.

Thus, we end this chapter by an illustration of a tiny part of the Bitcoin Network
(see Fig. 4.8), representing the outflows of bitcoins on real blockchain data.

In Fig. 4.8, two crypto-exchanges are represented (center of the star subgraphs)
with buy-orders of bitcoins to several addresses (i.e., client accounts). Note that one
client has one account at the two exchanges. We also observe additional transactions
within users without proper intermediate institution.



Chapter 5 )
Halving and Cycles Theorem Shex

This chapter is studying a pattern that has been identified in the Bitcoin halving
process. As spurious as it might appear, the division by 2 of the block reward
actually reveals some interesting characteristics in terms of available bitcoins.
Collecting the 21 million bitcoins might appear to be impossible due to the protocol
imposing the irreducible value of bitcoin, i.e., the Satoshi precision. The question of
a change in the protocol through a soft fork might appear legitimate in order to allow
the obtention of all the bitcoins. The reason is that minting new bitcoins is going to
be less and less likely; this possibly could imply an inflation effect, thus motivating
crypto-exchanges to possess more bitcoins than allowed by the current protocol.

I am especially signing this chapter for Bitstocks Ltd, where the CEO had the
intuition of the digit pattern (Theorem 5.3.1), while I provided the proof.

1 Preliminaries on Modular Arithmetic

We recall that Z = {...,—2,—1,0,1,2,...} is the set of relative integer numbers,
while N = {0, 1,2, ...} is the set of natural integer numbers, with N* = N\{0}. We

call D= { > 10" ‘a;,m € N,a; € Z Vi} the set of decimal numbers.
i=0

For any n € N, the set Z/nZ={0,1, ...,n— 1} is such that each element is a
set, and, for instance, 2 is the equivalence class for the equivalent relationship x —
2 =p x 9, for some x, p € Z. We then write x = 2[9] or x € 2. More generally, if
te {0,1,...,8Yandif x =t + p x 9 for some p € Z, we write x €7 or x is a
representative for the class 7. As an example, we have 10 = 1 [9] since 10 —
1 =1 x09 (here p = 1), and we write 10 € T and 10 is a representative for the
class 1in Z/9Z. Another example: 31 = 4 [9] since 31 — 4 =3 x 9 (here p = 3), and
we write 31 € 4 and 31 is a representative for the class 4 in Z/97Z.

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2023 71
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It is important to stress that the set Z/9Z endowed with the standard additive
operation + is a group, and in particular, if a = b[9] and d = b'[9], then
a+d = b+ b[9]. We have the same property for the standard product x. Thus,
the triplet (Z/97Z, + , x) forms a ring.

Bearing all above in mind, for any i € N, i[9] will designate the smallest number
in the set {0, 1,2, ...,9} in the sequence of this chapter, e.g., 1[9] = 1, or 11[9] = 2.
By “modular arithmetic,” we mean arithmetic on a set Z/nZ.

Definition 5.1.1 (Digital Root) The digital root of a decimal number is the sum of
its digits iteratively proceeding until reaching a number in the set {0,1,2,...,9}.
We call D the digital root function. We extend the definition set of D to decimal
numbers. We endow D with the property of being an additive (semi-)group homo-
morphism, that is D(0) = 0, and

D(a+ b)=D(D(a) + D(b)), Va,beD.
For example, D(1) = 1, D(11) = 2, D(139) = 4, D(0.5) = 5, or D(0.25) = 7. This
implies that, e.g., D(0.5) = D(5) = D(50) = 5. This generalizes straight forwardly. In

addition, D(11) = 2 = D(D(1) + D(10)), or
D(58) =4 = D(6 + 7) = D(D(24) + D(34)) = D(D(50) + D(8)).

Proposition 5.1.2 We have the correspondence between D and modular arithmetic
Dn)=14(n—-1)[9], VneN"
Proof
We proceed by mathematical inductiononn € N*. Ifn=1,then D(1) =1=1+0
[9]. Suppose that D(n) = 1 + (n — 1)[9] for some n € N*. We have
D(n+1)=D(D(n) + D(1)) = D(D(n) + 1) = D(1 + (n — 1)9] + 1[9]).
We used 1 = 1[9]. Thus,

D(n+1)=D(1+n[9]) =1+ n[9].

This completes the proof. m

Proposition 5.1.3 We have
D(ab) =D(D(a)D(b)), Ya,be D,

which makes D being a (semi-)ring homomorphism.

Proof
We use Proposition 5.1.2 three times. For any a,b € D, and bearing in mind that (c
[9DI[9] = ¢[9] for any ¢ € D, we have
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D(D(a)D(b)) =1+ {1+ (a—1DPO)(1 + (b—1)[9]) - 1}[9] =1
F{l4(a—1+b—1+(a—1)(b—1)[9] — 1}[9] =1 + (ab — 1)[9] = D(ab).

Finally, note that the equation works for a = b = 1: D(1) = 1 = D(D(1)D(1)).
Thus, D is a (semi-)ring homomorphism. This completes the proof. m

Finally, we call E(:) the integer part function, and for any integer numbers
a, b € Z, gcm(a, b) is the greatest common divisor of a and b.

2 Bitcoin Halving

Definition 5.2.1 (Halving) Let n € N. The Block reward (see Fig. 4.2) is equal to
502" bitcoins if and only if focusing on block B, (see Definition 2.2.1),
210,000 N < n < 210,000 (N + 1), for some N € N.

Thus, for the first 210,000 blocks, the block reward is 50 bitcoins, while for the
second 210,000 blocks, the block reward is 25 bitcoins, and so on.

From Definition 5.2.1, we can calculate the theoretical total number of bitcoins. In
fact, the total number of minted bitcoins from block 210,000 N to block
210,000 (N + 1) — 1 is 210,000 x 50/2", for any N € N. Hence, the theoretical
total number of bitcoins is

Z 210, 000— = 21,000,000 bitcoins.

3 The Digit Pattern

The digit pattern states that the digital root of the block reward is a 6-periodic
function of N, while the digital root of the number of bitcoins within each series of
210,000 blocks is a 2-periodic function of N.

We are rigorously stating these two assertions as follows, and explain them before
giving the proof.
Theorem 5.3.1 (Halving Digit Pattern) For any (i,N) € {1,2,3,4,5,6} x N, we
have

D (5i+6N) :f(l) ,

where
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This equation reflects the digital root evolution of the block reward.
In addition, we have

D(57%N x21) = g(i),
where
(3 ifie{2.4,6}
r={; i
6 ifie{l1,3,5}

This equation reflects the digital root evolution of the number of minted bitcoins.

The first equation in Theorem 5.3.1 is the translation for the following six
equations (for any N € N):

D(50) :D(%) =5,
D(25)=D ;%) _7,
D(12.5) :D(%) _3g,
D(6.25) 0(62'6—23> —4,
D(3.125) 0(3'216]%5 -2,

Figure 5.1 gives an illustration of this result.

The second equation in Theorem 5.3.1 is the translation for the following six
equations (for any N € N):

D(50%210,000) =D (% X 210,000) =6,
2
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Fig. 5.1 Digit Pattern: the digital root of the block reward is a 6-periodic function of time. For
instance, for the first 210,000 blocks, the block reward is 50, whose digital root is 5 (extreme left

blue point). (Source: Julien Riposo, 2023)

D(25 x210,000) =

D(12.5%210,000)

D(6.25 % 210,000)

D(3.125 % 210,000)

D(1.5625 x 210,000) :D< =

(2261 x210 000) =3,
D( leo,ooo) =6,
D< x 210,000) =3,
D< = leo,ooo) =6,

1.5625

x210 000> =3.

Note that the number 9 does not belong to the image by the digital root function.

Proof

We prove the first equation. Fix i € {1,2,3,4,5,6}. We have

D(z?f)l) = D(D(SO)D (%)) =D(D(5)D(0.5'"1)).
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When i = 1 (resp. 2, etc.), this is related to the first term of the first (resp. second,
etc.) formula among the six above. We have, if i # 1:

D(0.5 ') =D(D(0.5) % ... xD(0.5))
with a number of factors of i — 1 (the case i = 1 is trivial). Thus,
D(0.5 ") =D(D(5) % ... xD(5))=D(5" ).

Therefore,

D(;Ol) =D(5).

Given that we also have (N € N, and replace i — 1 with 6NV above)

D<26LN> =D(5%),

we then deduce that

D((sz)l) x (2%)) =D(5"%), VN eN.

This proves that the first equation reflects the digital root evolution of the block
reward. Now, we may prove the first equation enunciated in the theorem by
mathematical induction on N € N, for all i € {1,2,3,4,5,6}. The equation is
straightforward to prove for N = 0 (left to the reader).

Suppose this first equation is true for a given N € N, and fix i € {1,2,3,4,5,6}.
Since D(S") = 1, we have

D(5i+6(1\/+1)) =D (5 x 56) = D(D(5V)D(5°)) = D(F(i)D(5°))
=D(f(i) x 1) =£(i)
since f(i) € {1,2,4,5,7,8} € {0, 1,...,9}. The equation is true for all n € N, which
achieves the proof for the first equation.
We may directly prove the second equation (proving that it is reflecting the digital

root of the number of bitcoins could be done the same way as previously).
Fixie {1,2,3,4,5,6}. We have

D(57% x21) = D(D(5*V)D(21)) = D(f (i) x 3) = D(3f (i)).
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We derive case by case, i.e., for the six values of i, and we find that

(3 ifie{2,4.6)
D(3f(l))—{6 ifi e {1,3,5}

This finally achieves the proof. m

The fact that the digital root is a periodic function of time reveals a symmetry in
the halving process. In reality, this symmetry is actually broken from the 10"
halving. This comes from the fact that the Bitcoin protocol imposes an irreducible
value for bitcoin, which is 1 Satoshi Unit:

1S = 10~ ? bitcoin.

On the blockchain, there is no amount whose precision is below the Satoshi limit.
From the 10" halving, the block reward should be 50210 = 0.048828125, but
actually is 0.04882812. Therefore, from the 337 halving, the block reward will be
0. Figure 5.2 shows an illustration for the first block reward values.

In order to consider the Satoshi Unit, one way to proceed is to truncate the digital
root function up to 10~%. We thus introduce the following definition.

Definition 5.3.2 (Truncated Digital Root) The truncated digital root of a number is
the sum of its digits iteratively proceeding until reaching a number in the set
{0,1,2,...,9}, but by only considering its digits up to the 10~ precision included.
We call D the truncated digital root function.

The function D is still a (semi-)ring homomorphism, that is it satisfies the
equation in Definition 5.1.1 and Proposition 5.1.2. We actually have the following
proposition.

Proposition 5.3.3 The truncated digital root writes as the digital root as
D(a)=D(E(a 108)), Va € D.
Proof

Indeed, the number E(b 10%)/108 is exactly b up to precision of 10~5, for any b € D.
Thus,

D(b) =D<E(blog))

108

by definition. We conclude by the Proposition 5.1.3.
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Halving Block Reward (bitcoin)l Satoshi Numbers

0 50

1 25

2 12,5

3 6,25

4 3,125

5 1,5625

6 0,78125

7 0,390625

8 0,1953125

9 0,09765625
10 0,048828125 5
11 0,0244140625 25
12 0,01220703125 125
13 0,006103515625 5625
14 0,0030517578125 78125
15 0,00152587890625 890625
16 0,000762939453125 9453125
17 0,0003814697265625 97265625
18 0,00019073486328125 486328125
19 0,000095367431640625 7431640625
20 0,0000476837158203125 37158203125

Fig. 5.2 Digits of the block rewards and digits below the Satoshi precision, giving the Satoshi
Numbers. (Source: Julien Riposo, 2023)

With this expression of the truncated digital root, we could plot the evolution of
the values for D(SO /2N ) with respect to N, representing the N halving. Figure 5.3
shows the result.

The Effective total number of bitcoins is therefore

Z 210,000 (50 108)

=21,000,000.

i 210,000 (500108>

+00

< Z 210, 000 50

Although it is very close to 21,000,000, the estimation of this sum is left to the

reader.
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Loss of the 578421 pattern due to Satoshi unit

Digit

- —
- &
i
e
[ 3
-
e,
.
"0
. o
L

! | e o
b : \\ II Al II II | \ \\
< . (=] . L] (=]
\
D — L
I | [ I I 1 | I
0 5 10 15 20 25 30 35
Halving

Fig. 5.3 Real Digit Pattern: from the 10" halving, the Satoshi precision in the block reward is
reached. The periodicity is broken. (Source: Julien Riposo, 2023)

4 The Cycles Theorem

The object of this section is to reveal an interesting trend in the block reward digits
by removing the Satoshi precision. In fact, any last digits repeat infinitely in cycles,
allowing to dress a binary tree where the nodes are the last digits of the block
rewards.

More specifically, for any integer N > 2, the last N digits of the halvings are

cycling with period 2" ~ 2. We start this section with some observations, and then
prove this statement.

4.1 Observation of Some Cycles
We observe that, for any N € N, we have

50 5N+1
AT

Hence, intuitively, focusing on the last N digits (here N € N*) means focusing on
the number 10V~ ' 35 = 5¥*! modulo 10",
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First, we have

5% =25 = 5[10].
More generally, we can easily, by mathematical induction, show that
sV =5[10, VN e N

This proves that the last digit of the block rewards is always 5, which is a quite
intuitive statement (since halving means multiplying by 5 another number whose last
digit is always 5).

We now focus on the last two digits. We have

5% = 25[100],
5% =125 = 25[100],
5% =625 = 25[100].

More generally, we can easily, by mathematical induction, show that
5V =25[100], VN € N*\{1}.

This proves that the last two digits of the block rewards are always 2 followed by
5, i.e., the period of this cycle is 22-2= 1, i.e., the last two digits 25 repeat all the
time (see Fig. 5.2).

We now focus on the last three digits. We have

5% = 125[1000],

5% = 625[1000],
5% =3125 = 125[1000],
58 = 15625 = 625[1000].

More generally, we can show, by mathematical induction, that

5% =625[1000], VI e N*\{1},
521 = 125[1000), VI e N*.
This proves that the last digits of the block rewards are always either 125 or

625, starting from the second halving. The period here is 2* ~ 2 = 2. In other words,
the last digits 125 and 625 systematically alternate.
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We finish this section by focusing on the last four digits. We have

5% = 625[10000],
5° = 3125[10000],
58 = 15625 = 5652[10000],
57 =78125 = 8125[10000],
58 =390625 = 625[10000],
5° = 1953125 = 3125[10000],
5'=9765625 = 5625[10000],
51 =48828125 = 8125[10000).

We see that the digits 625, 3125, 5625, 8125 repeat in order for a period of 24 -
2 — 4. In the next section, we are going to prove the general statement, which we
name Cycles Theorem.

4.2 The Cycles Theorem

Theorem 5.4.1 (The Cycles Theorem) The last digit of the block rewards is always
5. In addition, for the N > 2 last digits, we have

5 =510Y], YN eN\{1}, W eN\{0,...,N—1}.

This means that, for N > 2, the last N digits of the halvings are cycling with period
2V = 2 from the (N — 1)™ halving. In other words, this means that the N final digits of
the halvings determine a cycle of period 2" ~ 2. Again said otherwise, N last given
digits will exactly reappear 2" ~ 2 halvings later.

We will use the following lemma.

Lemma 5.4.2 Suppose | € N. Then 5% — 1 is divisible by 2' * 2, but not by 2' * 7,
p =3

Proof
We can write, by mathematical induction on / € N, that

- 1=45+ DS +1). (3 1),
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In fact, if I =0, 5! — 1 = 4 and for some [ € N, we have
. 2
1= (57) — 1= (5T - 1) (1) =4 (1) (5 1),

We see that 4 divides 52 — 1. We are going to see that 2 but not 4 divides each
factor 52k + 1, for all k € {0,...,] — 1}. First note that SZk is odd, and therefore

5% 4 1is even, hence divisible by 2. In addition, it is worth pointing out that
5% =25[100] = 5% + 1 = 26[100].

Therefore, the last two digits form a number that is not divisible by 4, and %41

is not divisible by 4 (another way to show it is to prove that * 5 + 1is not 0 modulo
4 — otherwise, simply note that 26 is not divisible by 4). Bearing all above in mind,

we proved that 5 — 11is divisible by 2/ * 2 but not by 2 * >. We conclude the proof.
|

Proof of Theorem 5.4.1 Let N >2and T = 2" ~ 2. The idea is first to demonstrate
the following points, which straightforwardly imply the result:

— 5+ T=52Y, VieN;
- 5 T=5PM <5 *T=510", Vie N\{0,...,N—1}.

Regarding the first point, we introduce the Euler’s totient function ¢ defined as
¢(N)=Card{k € {1, ...,N},gem(k,N) =1},

that is, ¢(N) is the cardinal of the set of numbers lower than N and co-prime with
N. The Euler’s theorem states that

59(") = 1[2V].

We have
1
N\ _ AN _ N vt
pN)=2"x (1-5)=2""".
The order of 5 (see Sect. 1.2, Chap. 3) modulo 2V therefore divides ¢(2N y=2N~ !
hence it is a power of 2. The order is 2% where a € {0,... ,N — 1} and we have
5% = 1[2"] by definition of the order of 5 modulo 2".

From Lemma 5.4.2, setting [ = N — 2, we have

=12V, (%)
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Thus, « < N — 1. In addition, a ¢ {0,... ,N — 3} since, otherwise
(52”" . 1) /2% would not be divisible by 2 (because it would be 1), which is

impossible according to Equation (x). Another equivalent way to see it is that,
according to Lemma 5.4.2, 5% — 1is not divisible by 2* * 7, p > 3, which contradicts
Equation (%) ifa € {0,... ,N — 3}.

We conclude that @ = N — 2, and the order of 5 modulo 2% is T. Therefore,

sHT =55 =5'[2V], vieN,

which is exactly the first point in the theorem.

Regarding the second point, suppose 5’ * 7 = 5'[2"] for some [ € N. This means
that there exists k € Z such that 5’ * 7 — 5/ = 2"k, hence 5'(5” — 1) = 2"k. According
to Lemma 5.4.2, 2V divides 57 — 1. It turns out that 5 divides k. In particular, let us
choose [ > N. In this case, 5" divides k, 1.e., there exists k € 7 such that k = 5"k .

Therefore, we have

5(57 — 1) =2"5"K' = 10"k

Hence 5" * 7 = 5/[10™], for any [ > N.

Conversely, if 5’ *T = 5[10"], then there exists k € Z such that 5 * T — 5" = 10"k,
ie, 5 * T — 5 =2%5"). Since 5"k € Z, we conclude that 5' * T = 5'[2"]. This
proves the second point, which concludes the proof. B

4.3 Binary Tree Representation of Halving

Figure 5.4 shows the binary tree illustration of the last digits breakdown.

The order of appearance of the last five digits are 5, 25, 125, 625, 3125, 15625,
78125, 90625, 53125, 65625, 28125, 40625, 03125, and so on. For a given level
(a given modulo, i.e., a given column in Fig. 5.4), we change branch in the tree: if the
number is in the upper branch, then we are sure the next one is in the lower branch,
then we come back to the upper branch. Every branch will be first visited exactly
once, and then they are revisited a second time in the same order. This pattern is
intrinsically the Cycles Theorem.

The binary tree reveals an important behavior of the proportion of appearances of
these numbers. We take an example with the last digits 03125. These last digits
appear at the fourth halving for the first time. On average these digits appear 1/8
times in the whole halving process, because the period of the related cycle is 8. In
fact, the proportion of appearances is the frequency of appearance, which is the
inverse of the period. As another example, 5 and 25 appear all the time.
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Modulo [10]  [100]  [1,000]  [10,000] [100,000]  [1,000,000]

5203125

703125

vl
453125
\\*53125:§:
953125

328125
28125
\\\ e 828125
078125
578125
140625
D
40625
e < 640625
;- 390625

206
- 890625

015625

P
15625

\\ P “\ 515625

- 265625

2765625

Fig. 5.4 The last digits behave as a binary tree, or a tournament. Each time there is a new non-zero
digit appearing, this new digit has only two possible values. This configuration allows to calculate
the overall proportion last digits appear in the halving (see text). (Source: Julien Riposo, 2023)

0312

78125
Binary Tree 5 — 25

/\

5625
65625

It turns out that the binary tree is an implication of the Cycles Theorem: every
number appearing at the n™ column, giving the N last digits, appears with a
frequency of 1/2V = % (provided N > 2) in the whole halving process.

4.4 On an Algorithm for Predicting the Satoshi Digits

From one level to another in the binary tree (see Fig. 5.4) predicting the red digits
would allow travelling in this tree. The development of a path from little-amount
Satoshis to bigger-amount Satoshis, and conversely, would use this algorithm to
reveal further causalities between the coins.
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We will need the following theorems, which we also prove in the following.

Theorem 5.4.3 The sum of all digits at position N from the right (with N > 2), of the
numbers defining one 2~ ~ *-length cycle, is congruent to 7 modulo 9.

For example, modulo 1000 (N = 4), the four possible numbers are 3125, 8125,
0625, and 5625. Thus, 3 + 8 + 0 + 5 = 7[9] (see Fig. 5.4).

Proof
First, we note that, forany N > land /€ {N,... ,N— 1 + N - 2} (the length here is
one period N - 2), we have

ImeN 5'=5NAm+1)[10V]. (%)

Indeed, on the one hand, 4 divides N , and also 50N _ 1, which is obvious when
[ = N, and when [ > N, we have (see also Lemma 5.4.2)

[=N
SN —1=4]] (5" +1).
k=1

Bearing this in mind, there exists m € N and a € Z such that 4m = G N-1-—
2", which is equivalent to

5'—5N(@4m+ 1) =a5"2N =al0V,

hence Equation (xx). It is worth pointing out that one value of / gives one value of m,
i.e., the map / — m is injective.

Next, forany N > land/ € {N,... , N — 1 + N = 1}, note that the number
1
5'—10VE (%) is the last N digits of the number 5 (it is 5'[10™]). Then let

N
N— 142871 5/
_ 1 N
Ty = U {5 ~10 E(W>}

=N

For example, I, = {25}, I'; = {125,625}, etc. (see Fig. 5.4). From Equation ()
and the injectivity of / = m, we can write that

V-1

Ty= L:JO {s"(4m+1)}.

Let 6y= > x and yy= >, E(#) The number §, is the sum of all the

xely xely
numbers in 'y, while the number y, is the sum of the N© digits (from the right) of
all the numbers in I'y.
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We want to prove that y,, = 7[9]. We now set N > 2.

First, note that the last N digits repeat once when the last N — 1 digits repeat twice
(consequence of Theorem 5.4.1), so one contribution to Sy is 26y _ ;. Second,
another contribution to Sy is the sum of the N digits (from the right), that is 10V ~
lyN. In fact, we have

Sy=10" "1y, + 26y .

Since b = 10°b[9] for any a € N and b € Z (as 10” — 1 is divisible by 9), we have
yn = 10" ~ 'y5[9], thus the previous equation becomes

YN = 5]\/ —25]\/,1[9}‘

We first calculate 5, using the second expression for 'y, and we then deduce yy.
We have

! N N 2N72(2N72_1) N-2 2 N-2
ov= > SV(4m+1)=5 <4f+2 - >—(5 x5N=2)

sz—; @Y 2-1)+1)=25x10" 222" 2 —1) +1)
=252V -1 =702" "= 1)[9],

since 25 = 7[9]. Replacing in the previous equation, we therefore have
v= (7@ =1)=2x7 2V 2= 1))[9] =7 % (0+1)[9],

and finally

which is what we wanted to prove.

Theorem 5.4.4 For given last N — 1 digits (with N > 2), the two numbers that
appear at position N from the right is congruent to 5 modulo 10.

For example, modulo 10000, the numbers 8125 and 3125 are the only possibil-
ities for ended digits 125. We have 8 — 3 = 5.

Proof
Let N> 2and [ > [ > N such that

5" =5'T10" 1.
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This equation means that the numbers 5" and 5' have the same last N — 1 digits.
This means that

JaeN 5'=5+a10" " 'eJaecN al10" 1=5" -5
Therefore, 5 divides a, which means that the unit digit of a necessarily is O or 5.
— Ifitis O, then there exists f € N such that @ = 104, hence
5" =5'[10"].

The above steps can be repeated with N instead of N — 1, and this stops at
some point to necessarily reach the second possibility below.
— Ifitis 5, then there exists y € N such that @ = 5 + 10y, hence

! _ &l
?01\1——51 =a=5+10y.
This proves that
5§
T = 5[10],

which is precisely the expected result. m

Elaborating an algorithm to predict the Satoshi digits still is an open question, but
the above shall be an opportunity for a starting point. Any curious reader is more
than welcome for a discussion.



Chapter 6 )
On Improving the Merkle Trees: The oy
n-Trees

In the context of Bitcoin Simplified Payment Verification (SPV) and Solvency, there
are tree configurations where the path to the root is shorter than the one given by the
usual binary tree, for the same computational memory — which is an essential
strength. The n-trees have such properties, for n > 2 (binary trees are for n = 2).
We show that, for some values of number of transactions N > 3, the system could be
much faster, plus gain computational power, memory, and significantly reduce the
computational time.

1 Description of an n-Tree

The usual tree in the Bitcoin and Ethereum is the binary tree, i.e., the 2-tree: a parent
node has two children, from the first floor up to the root of the Tree (see Sect. 3,
Chap. 2).

More generally, for a natural integer n € N*\{1}, an n-tree is a tree whose nodes
have n children. Figure 6.1 shows an example of 3-tree, with the usual notations as in
Sect. 3, Chap. 2.

Focusing on the particular case shown in Fig. 6.1, the complete 3-tree has a
number of leaves, which is N = 3", where H is a natural integer (here H = 2, giving
32=9 leaves). From one floor to another, the number of nodes is divided by 3, and
so on until reaching the root. (Here, the ground floor has 9 leaves, the first floor has
9/3 = 3 nodes, and the last floor has 3/3 = 1 node, i.e., the root.)

What would become the Authentication path? As there are 3 children for each
parent node, the child node of interest has 2 brothers. For the verification purposes,
the client will need the brothers’ nodes to concatenate and hash to get the parent’s
node. Therefore, the Authentication path must contain the two brothers, for each
floor. It turns out that the Authentication path is a matrix, which has as many rows as
floors in the tree (counting the ground floor but not the root’s), and the number of
columns is going to be 2. In Fig. 6.1, the Authentication path is a matrix of
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heigh

h=1 O

még 515555
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Fig. 6.1 A 3-tree. Supposing we have 9 transactions (TXs), there are only two floors from the
leaves to the root. The Authentication path (in blue) is a matrix of dimension 2 x 2, the first row is
associated with the ground floor /2 = 0, the second row is associated with the first floor 2 = 1, and
the first column is the most-left neighbor, while the second column is the most-right neighbor. The
Root path (in yellow) is a vector of two components. See text for the reasons. (Source: Julien
Riposo, 2023)

dimension 2 x 2. The first row corresponds to the ground floor 4 = 0, and the element
in the first column of this row is the first Transaction ID (TXID) of this floor (node
a — see Fig. 6.1), while the element in the second column of this row is the second
TXID of this floor (node b). The second row corresponds to the first floor 2 = 1, and
the element in the first column of this row is the second node of this floor (node ¢),
while the element in the second column of this row is the third node of this floor
(node d).

What would be the “Merkle” path, or, the Root path? This still is the shortest path
from the TXID of interest up to the root. This therefore is a vector whose compo-
nents (each of them corresponds to one floor) are the nodes connecting the TXID to
the root. There are N = 3” nodes, the Root path has length H = In N/ In 3 = log;N,
and the verification has complexity O(log;N).

We generalize the above approach now. Suppose that parent nodes have n > 2
children. See Fig. 6.2 for a graphic illustration.

The complete n-tree is a tree with a number of transations of N = n”, with some
natural integer H > 0. From one floor to another, the number of nodes is divided by
n, and so on and so forth until reaching the root.

What would be the Authentication path? As there are n children for each parent
node, the child node of interest has n — 1 brothers. For the verification purposes, the
client will need the brothers’ nodes to concatenate and hash the parents’ node.
Therefore, the Authentication path must contain the n — 1 brothers for each floor.



2 Developments on an n-Tree Implementation 91

n times .
//u\\ /,f( //\\\ //I -
&@& &ﬁ@?& &ﬁﬁ@f & - &ﬁ& Y3
n times n times n times ntimes

Fig. 6.2 An n-tree. Supposing we have N = n’ TXs, there are H + 1 floor from the leaves to the
root. The Authentication path is a matrix of dimension H X (n — 1), the i row is associated with the
floor i — 1, and the jlh column is the jlh brother from the left. The Root path is a vector of
H components. (Source: Julien Riposo, 2023)

It turns out that the Authentication path is a matrix, which has as many rows as floors
in the tree (counting the ground floor but not the root’s), and the number of columns
is going to be n — 1. The Authentication path is a matrix of dimension H x (n — 1).

What would be the Root path? As usual, this is the shortest path from the TXID of
interest up to the root. As there are N = n'’ nodes, the Root path has length
H = In N/ In n =log,N, and the verification has complexity O(log ,N).

As a straightforward example, the N-tree (i.e., n = N) is a tree with leaves all
connected to its root (indeed, we must have N = N therefore H = 1), but as it
implies the Authentication path to store N — 1 leaves, it is too memory demanding
and thus represents no particular interest.

2 Developments on an n-Tree Implementation

The equivalent 2-tree of the 3-tree in Fig. 6.1 is given in Fig. 6.3.
We now compare the Authentication paths in both trees. For the 2-tree, the
Authentication path is the vector

Auth27tree _ (a',b/,c’,d/),

while for the 3-tree, the Authentication path is the matrix

Auth3“ee:<a b).
c d
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heigh

Fig. 6.3 Equivalent 2-tree of the 3-tree shown in Fig. 6.1. Although the Authentication paths in
both configurations store the same quantity of memory (see text), the height is twice reduced in the
3-tree, as well as in the Root path. (Source: Julien Riposo, 2023)

We see that Auth? ~ ™ and Auth® ~ " store the same amount of information. At
this point, taking the 2-tree or the 3-tree does not make any difference.

However, the Root path for the 2-tree is a vector of 4 elements, while the one for
the 3-tree is a vector of only 2 elements. This is twice reduced and allows the client to
verify twice as fast as for the 2-tree case.

As an illustration, when the number of transactions is 3'%, the Root path compu-
tation time is reduced by 1/3 from the 2-tree (on average 1.73 min) to the 3-tree
(on average 1.13 min), see next section. The high number of transactions is here
validating the asymptotic limit settlement.

This 1/3 reduction might be understood from the fact that, from the 2-tree to the
3-tree, the number of floors decreases from log,N to logzN, which represents a
relative decrease of |(logsN — log,N)/logsN| being roughly 1/3. This approach
applies only if N is (close to) a power of 3.

3 Empirical Comparison of Computation Times

Figure 6.4 shows the computational of the 3-tree with respect to the 2-tree, for
varying number of transactions, from 1k to 1M.

The empirical evidence gives a slope of 3/4. This is significantly lower than
1, which is a satisfactory and sufficient fact for what we would like to achieve. Note
that the reason we do not observe a slope of 2/3 is simply because of the number of
transactions is not necessarily close to a power of 3.

We also show the comparison for computational times for the 20-tree vs the
2-tree, see Fig. 6.5.
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Comparison of Computational Times for trees from 1k to 1M TXs

R"2=0994 .
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1

Computational Time for 3-tree (secs)
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Computational Time for 2-tree (secs)
Fig. 6.4 Linear trend for the computational times of the 3-tree with respect to the 2-tree, for varying

number of transactions, from 1k to 1M. Here R? =0.994. We do not observe 2/3, but rather a slope
of 3/4. (Source: Julien Riposo, 2023)

Comparison of Computational Times for trees from 1k to 1M TXs

Computational Time for 20-tree (secs)
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Fig. 6.5 Linear trend for the computational times of the 20-tree with respect to the 2-tree, for
varying number of transactions, from 1k to 1M. Here R* = 0.990. (Source: Julien Riposo, 2023)
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4 A Mathematical Challenge for Finding the Right n

In fact, for the algorithm to be effective, given the number N of leaves, appropriate
numbers for n and H must be chosen.

4.1 Problem Position

To gain intuition from this previous statement, consider again the example above, of
the 3-tree and its equivalent 2-tree. The number of nodes is N = 3% = 9. The closest
power of 2 is 2° = 8, therefore the last transaction — number 9™ — is on the second
part of the 2-tree of size 2* = 16. This enhances many more computational power
than for a more complete tree, here the 3-tree of size 3. In addition, the quantity of
memory for the Authentication path for both trees is the same, see above. Hence-
forth, the best choice between the 2-tree of size 24 and the 3-tree of size 32 clearly is
the latter.

Another very close power of number to N = 9 is 9'. The 9-tree is simply all the
leaves connected to the root. This does present no interest for the reason that the
Authentication path stores 8 numbers, two times more than the two previous trees.
Finally, there is no other power of number, rather than 22 or 32, which are closer to
N =9 and shown interest.

We therefore should find the closest upper nontrivial power of number to get the
best tree and which stores optimal memory in Authentication and Root paths.

Thus, we pose the problem as follows.

Mathematical Challenge 6.4.1 Given the integer number N € N*, find the closest
integer number n’ € N* such that

1. H e N*\{1},
2.0 > N, and
3. optimal memory is stored in both Authentication and Root paths.

The three conditions must be satisfied. A quick remark though: H is an integer
number and H > 1. If indeed H = 1, the trivial solution n = H is allowed but presents
no interest, as discussed.

The solution to this problem will allow to choose the n-tree with height H, in the
most optimal computation speed and memory storing environment.

4.2 Partial Solution

Since n must be closest upper number to N, we must have

nH"<N§nH.
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Applying the In function, we have

(H-=1)Inn< IhN<HlnneH-1< llrrll—];’ <H.

Calling c(-) the ceiling integer part function, we then have
H=c(log ,N).

We have that log,N > 1 at all time (since n < N), and therefore H > 1 at all time,
as require. In addition, this proves that if there are N leaves, the uncomplete n-tree is
systematically completed to form a complete n-tree, with H = c(log, V) floors.

This gives that the points 1 and 2 of the Mathematical Challenge 6.4.1 reduces to
the following.

Mathematical Challenge 6.4.2 Given the integer number N € N, find the closest
integer number n°1°¢:N) € N* such that n°1°2.N) > N.

We now need to focus on an appropriate range for the variable n, where the
optimal value will be. To do so, for N € N*\{1}, consider the function f defined by

Fo {N*\{l}_’Ri

1 s peliog,N)

The function fis increasing from at least a given rank ny € N*\{1} (the interest of
ng is shown later below).
Indeed, the function

{ N*\{1}—>R’.
n +c(log,N)

is a nonincreasing function. Thus, there exists ny € N*\{1} such that g(n) = ¢
(log,N) <2, Vn > ny. Since g(n) = 1 if and only if n = N (proving that nop < N), we
have that g(n) = 2, Vn € {no, ..., N — 1}. Bearing this in mind and that f(in) = n*™
for any n € N*\{1}, therefore fis increasing on Vn € {ng,...,N — 1}.

In practice, the ratio no/N decreases with N, see Fig. 6.6 for numerical illustrations
with N € {50,100,1000}.

The previous point demonstrates that there is no need to focus on large values of
n, because otherwise f{n) would be too large and likely higher than N. Indeed, we
have

1< nN <2&ny <N <nj,
In ng
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Fig. 6.6 Representations for the functions g (left panel) and f (right panel). The range of values for
which g takes the value 2 increases with N, which implies f to be strictly increasing on this range
(see text for details). (Source: Julien Riposo, 2023)

so focusing on {2, ...,ny — 1} is sufficient (hence the interest of ng). A proxy for ng
is V/N. We will retain the following two ideas to answer the Mathematical

Challenge 6.4.2.

Idea 6.4.3 It is enough to focus on the intervalley n € {2, cee, \/N} to find the

optimal value of n.

We therefore can state the main idea to solve the Mathematical Challenge 6.4.2.
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Idea 6.4.4 The optimal value of n is the one which minimizes the function

L: {2, ,E(\/N)}—)Rjr’ 10— nelogaN) _ N

It is worth pointing out that the function £ always is nonnegative. Indeed, we
have

nlnN :Nlnn@n']‘:‘—’;’ :N,
therefore, since 2 <n < E(\/]V ) <+/N <N, we have
no8N) > N 1(n) > 0.

We found a solution for the points 1 and 2 of the Mathematical Challenge 6.4.1.

5 A Full Solution to the Mathematical Challenge
for Finding the Right n

5.1 The Cost Function

We want to solve the point 3 for the Mathematical Challenge 6.4.1. We need to
calculate the total number of elements to be stored in client’s memory, among the
Authentication and Root paths.

Consider an n-tree with N nodes.

— For the Authentication path, we have seen that we need to store H x (n — 1)
elements;
— For the Root path, we have seen that we need to store H elements.

Therefore, the total number of elements to be stored is H + H(n — 1) = nH = nc
(log,,N) > 0. This number should ideally be the minimal.

Idea 6.5.1 The optimal value of n is the one that minimizes the following cost
function:

L : {2, . ,E(\/ﬁ) }—>R*+, n— n<®°:N) _ N 4 nc(log ,N)

Here the cost function Z is the sum of the cost n°1°€:Y) due to being far from N,
and of the memory cost to be stored at the client’s.
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5.2 Considering the n-Tree Nodes in the Cost Function

If we also would like to consider the memory stored in a company, we just need to
count the number of nodes AV in an n-tree. This can be done as follows (we generalize
the approach in Theorem I1.3.4). Suppose we have N leaves. Then the number of
nodes on the floor & € {0,...,H} is

up=c(...c(c(N/n)/n).../n), htimes,

with the convention uy = N. If N = n’? (perfect n-tree), then the total number of nodes
is

n—1

with, of course, H = c(log,N). For the convenience of the presentation, we can state
that there exists ¢ € ]0, 1] such that

H+t_l

N.in

n—1

We ignored the nodes of the Merkle tree stored in memory above, since the client
does not need to hold the full tree in her computer. Thus, bearing the previous section
and all above in mind, the total cost function should be given by £ in the Idea 6.5.1.

5.3 Empirical Analysis

At this stage, an empirical analysis for finding optimal values of n with respect to the
number of transactions N could be performed. Figures 6.7 and 6.8 show optimal
values for a number of transactions from 100 to 1M.

We observe a diversity in the findings. Specifically, for the range of transactions
from N = 100 to N = 250,000, the most relevant optimal values of n are 20, 3, and
22. It is worth pointing out that the optimal value n = 3 is three times more frequent
than n = 2. For the range of transactions from N = 100 to N = 1,000,000, although
the value n = 2 is one of the most important, it represents only less than 4% of all the
found optimal values (no significance above n = 30, so we did not show values
above). This empirically proves that, in more than 96% of the cases, the binary tree is
not optimal in terms of memory saving, for this range of transactions.
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Frequency of optimal n for number of TXs from 100 to 2e+05

Frequency

0.05
I

0,00

i I “‘ |IIIII |I| | I I"
r T T

10 20 30 40 50

Optimal n

Fig. 6.7 Frequency (in proportion) of optimal values of n (i.e., minimal cost function £ ) for
varying number N of transactions (from 100 to 250,000). (Source: Julien Riposo, 2023)
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Fig. 6.8 Frequency (in proportion) of optimal values of # (i.e., minimal cost function £) for higher
varying N of transactions (from 100 to 1M). (Source: Julien Riposo, 2023)
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Frequency of optimal n for number of TXs from 100 to 2880166
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Fig. 6.9 Frequency (in proportion) of optimal values of # (i.e., minimal cost function £) for higher
varying N of transactions (from 100 to a bit less than 3M). (Source: Julien Riposo, 2023)

As further illustrated, we show in Figures 6.8 and 6.9 the strong variability of the
optimal values of n for number of transactions in a higher range. All these figures
empirically prove that the 2-tree is not necessarily optimal.

5.4 A Word on an Analytical Derivation of the Optimal Value

It is worth pointing out that an analytical determination for the optimal value of
n looks to be uneasy, because the ceiling interger part function is not derivable on Z.
We could have thought about generalized functions, in which case the derivative of
L in the generalized function context is, for any x € R* , given by

’x)=|c lln_N _ln_NIH InN xc(lll:mz)71+c InN + lnNZIH In N ,
nx In x Inx In x (In x) Inx

where III is the Dirac-comb generalized function, i.e.,

I(x) = 8(x—k),

keZ

and 6 is the Dirac function.
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We cannot simplify this function when InN/ In x € N, because III(InN/ In x) # 0,
that is, when N = x7 for some H € N, or, equivalently, when x = NYH for some
H € N. In the case where InNV/ In x ¢ N, the above expression simplifies to

f'(X)=C(%> (=BT 1), vreROWN.

Hence, the function £ never cancels on ]Ri \N I/N_ Henceforth, this analytical
study does not look to be relevant here?

6 The Dynamic n-Tree

If a miner adopts the n-tree construction instead of the usual Merkle tree, building the
block necessitates to update the tree each time a new list of transactions is received.
In case of a high transaction seed (several thousands of transactions per second), the
number of children n may vary and should be dependent on it. Thus, at a given time,
we expect that n is the number of transactions hit to the miner.

However, the number n should not vary from floors higher than the leaves, which,
in this sense, the constructed tree is an n-tree.

6.1 Principles

Bearing the above in mind, when the miner receives a list of transactions, she must
update her tree as soon as possible, and she has in practice one second to do
so. Figure 6.10 shows a dynamical way an n-tree should be updated every second,
approximately. We write 4 the floor number in the tree.

We could still divide the tree into several parts as a binary tree, and this is a matter
of convention. This model is actually quite simple, as, for round i € N*, the parent
node will be at floor 2 = 1if i € {1,2}, and at floor 2 = i — 1 otherwise, as indicated
in Fig. 6.10.

At floor & = 0, each node forms a part of a set that has arrived at a certain time in
the history of the construction of the tree. We could organize this succession of
transactions in a vector ¥ ordered as follows (see Fig. 6.10):

Y=(1,1,1,1,1,2,2,2,2,3,3,3,3,3,3, ...). (%)

Besides, component i of 9 is equal to the ‘V;h set of transactions, i.e., the
transaction arriving at second 7;, and whose parent node will be at floor 7 = 1 if
i€ {l1,2}, and at floor 7 = i — 1 otherwise.
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Fig. 6.10 Dynamical n-tree. Every second, approximately, the miner receives a list of transactions.
She is adding these transactions in her candidate block and is updating her n-tree. Here, between
times 0 and #; > 0, the miner receives five transactions and forms the parent node. Between times #,
and t, > t,, the miner receives four more transactions, forms the parent node from them, and forms
the parent node (purple) from the blue and yellow nodes (thus reaching floor 2 = 2). Finally, a new
list of six transactions is received and their parent node is concatenated in a way to form an n-tree
(here n = 6). The process goes on and on until a nonce is found. (Source: Julien Riposo, 2023)

6.2 Static Tree: Authentication Path

In a static tree, the number of children n does not vary, it is the same all the time. We
focus on an n-tree with N nodes and H floors (+ the ground floor of leaves). From
Sect. 5.2, we know that the number of nodes u;, on floor i, with & € {0, ... ,H}, is

up=c(...c(c(N/n)/n).../n), htimes.

We note that there is a relationship between H, N, and n. The root of the tree is the
unique node at floor H, SO Uy = 1, that is,
H =argmin(c(...c(c(N/n)/n) ... /n) (htimes)=1). As an example, if N = 15

heN

and n = 3, we have c(c(15/3)/3) = 2 and c(c(c(15/3)/3)/3) = 1, so that H = 3.
Another example: if N = 17 and n = 4, we have c(c(17/4)/4) = 2 and c(c(c(17/4)/4)/
4) = 1, so that H = 3.

This nontrivial formula gives a unique value for H. Figure 6.11 is an illustration.

In Fig. 6.11, the path to the root for transaction « is (a, b, ¢,d), and the Authen-
tication path, which cannot be a matrix, could be defined as a family of vectors, here
given by Auth = {(1, 3,4), (2/, 3/, 4/), (2”)}. We construct such path in the following.
For any floor £, we index the nodes in order from left to right (e.g., node a is indexed
by 2).

The transaction of interest is indexed by 2 (transaction a). Let j = 2. We perform
the Euclidean division of j with respect to n = 4 to simply have j = gn + r, i.e., here
2 =0 x4 + 2. Itis clear that the first vector of the Authentication path is given by
Authy = (0x4+1,0x4+3,1x4+0)=(1,3,4).
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Fig. 6.11 A static n-tree, where N = 17 and n = 4. As we can see, there are H = 3 floors (+ the
ground floor). Given values for N and n gives a unique value for H. (Source: Julien Riposo, 2023)

We now go to the next floor, 4 = 1. The parent node b is in the first position, that
is at position c(j/n) = c(2/4) = c(0.5) = 1. We can repeat the above lead to obtain the
next vector for the Authentication path: there are u; = c(N/n) = 5 nodes, so that
Auth; = (Authg, (0 x 4 + 2,0 x 4 + 3,1 x 4 + 0)) = (Authy, (2, 3,4)). The final
relevant floor, 7 = 2, before reaching the root has u, = c(c(N/n)/n) = 2 nodes (note
that the last node automatically comes to the above floor, i.e., is the parent of itself).
The index of the parent node in the path to the root is c(1/4) = 1, thus
Auth, = (Authy,(2)), and since & = 2 and there are 3 floors, we finally have
Auth = Auth,, that is, Auth = {(1,3,4),(2,3,4),(2")} as stated above (the
prime and double prime are just for the reader’s convenience to specify the different
flooring).

Algorithm 6.6.1 describes the generalization of the above.

Algorithm 6.6.1 Authentication Path Computation — Static n-tree
Result: Authentication path from a static n-tree

We focus on an n-tree with N nodes and H floors (+ the ground floor);

Set the client of interest is number j, for j € {1,...,N}, and Auth_, = O;
Forhe{0,...,H—1}do

— Calculate the quotient q and the rest r € {0,... ,n — 1} of the Euclidean
division of j with n, so that j = gn + r;
— Ifj# N then
Authy, = (Authy, _ ,(gn + )i c (1,... . apiy)s
Else
Authy, = (Authy, _ ,(gn +Dic 1,....n - 1))
End
— j = c(jin).

End
Output Authy _ .
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6.3 Dynamic Tree: Authentication Path

The derivation of the Authentication path for the n-tree in a dynamical environment
needs to use the vector of the style of Equation (%), Sect. 6.1. The index ¢ of
component V; of such vector is the index of transaction ¢ stacked in the block, in
chronological order. The value 7, is the second at which the associated family of
transactions has arrived at the miner. The vector 7/ is to play a memory role to allow
remembering faster the family of a transaction.

Thus, for transaction ¢, the task consists in identifying where the transaction is. A
simple search can identify the position of the brothers of the transaction ¢ in the same
family. We thus refer to

Authy = arg ('Vl, V= ’Vt)
le{1,...,N}

as the enhanced Authentication path at floor 4 = 0.

As an example, in Fig. 6.10, if t = 2, then Authy = (1, 3,4, 5), and the parent node
will have index 7, = 1. The parents’ nodes then are playing the roles of leaves for a
static tree, with N' nodes and H = H — 1 floors. Algorithm 6.6.1 then applies to the
rest of the tree. The whole above approach is generalized in the following
Algorithm 6.6.2.

Algorithm 6.6.2 Authentication Path Computation — Dynamical n-tree

Result: Authentication path from a dynamical n-tree

We focus on an n-tree with N nodes and H floors (+ the ground floor), with the
available vector V;

Set the client of interest is number t, for t € {l,... ,N}, and Authy=

arg ((Vl’ (Vl = ‘Vl);
le{l,...,N}

Set j=17,;
Forhe{l,...,H— 1}do
— Calculate the quotient q and the rest r € {0,... ,n — 1} of the Euclidean
division of j with n, so that j = gn + r;
— Ifj# N then
Authy, = (Authy, _ ,(gn + ;i c (1. apnry)s
Else
Auth, = (Auth, _ ,(gn +Dic ... .0 — 1))
End
= Jj > c(jn).

End
Output Authy _ .



Chapter 7 ®)
Entropy of Peer-to-Peer Network Shex

A strong flow of information 24/7 occurs between the agents of the peer-to-peer
network. This intensive activity is a mark of perpetual evolution. One famous
quantitative metric of evolution is entropy. We are going to synthesize three repre-
sentative graphs of information flow. Entropy could be defined in the three of them,
but by the equivalence of their information flow representation, one network might
be more appropriate depending on the goal. One direct application of entropy is the
increase of privacy of users: the Particles Model is explained and closes this chapter.

1 Blockchain Network, Blockchain Transaction Network,
and Peer-to-Peer Network

There are at least three different networks to represent the same flow of information
between the actors of a blockchain.

* the first way is through the Blockchain Network, as we have seen thus far. This is
modeled through a graph, where each vertex represents a block, thus endowed
with block header and transactions list information (see Fig. 7.1, top panel). Note
that this graph is unidirectional (i.e., from left to right). Transaction t; occurs
before transaction t,, thus either the two appears in the same block, and t; is above
t,, or they are not, and t; is in an older block, i.e., a block on the left from t,’s.

+ the second way is through the Blockchain Transaction Network (see Sect. 4,
Chap. 2 and Fig. 2.4) and for instance Sect. 2, Chap. 8 for an application. In this
graph, the vertices are inputs (in the sense of Definition 2.4.2) endowed with the
bitcoins it possesses. When an input has not been outflowed, it is an absorbing
state in the graph, thus an Unspent Transaction Output (or UTXO), and consti-
tutes a source of cash. Spent outputs cannot be used anymore. If not all the cash in
an input is used, the remaining cash is stored in another input, hence
unidirectionality again. In Fig. 7.1, middle panel, two transactions are
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a) Blockchain
- — —>

b) Blockchain Transaction Network

user

miner
crypto-exchange
Fig. 7.1 Equivalence of graphs. Each graph represents the same information, but in a different

fashion. We have illustrated two particular transactions (t; first occurred, then t;). See text for
explanations. (Source: Julien Riposo, 2023)
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represented. Transaction t; occurs before transaction t,, thus the former appears
on the left in the graph and the latter on the right.

 the third way is through the Peer-to-Peer Network, see Sect. 2, Chap. 4 and in
particular [12] for a deep Diffusion Theory construction on a graph. In Fig. 7.1,
bottom panel, there are (at least) three different types of vertex:

1. the users, who are coding their transaction, to be sent to a miner;

2. the miners, who are constructing the blockchain through the Proof-of-Work
(see Definition 2.2.4);,

3. the crypto-exchanges, who are coding the user (here client)’s transaction.

In this panel, transaction t; occurs between two users through the crypto-
exchange (transfer from the crypto-exchange to a miner not represented), and
transaction t, occurred between two users (not shown) and is then transferred
from the user to a miner without crypto-exchange intervention. In this example,
the top-right user utilizes three inputs (right-hand side in middle panel), the
bottom user utilizes two inputs, and the top-left user has one input credited. In
general, there is no particular reason that one transaction considers only two
users, so that we may find more than two edges in the Peer-to-Peer Network for
one transaction. The important aspect to note is that one transaction always forms
a connected bipartite subgraph in the Peer-to-Peer Network (the sender vs the
receivers).

It is worth stressing that this type of representation is more common than the
two others.

The evolution description of the flows of cash could be done through the
definition of the entropy on the second and third graphs in Fig. 7.1. The object of
diffusion could for instance be a Satoshi unit (irreducible value of Bitcoin). Exam-
ples of graph approaches are studied in [26, 27].

2 The Shannon Entropy and the Entropy Rate
for the Peer-to-Peer Network

We are mostly inspired by [17] in this section.

2.1 Shannon Entropy and Entropy Rate

Let (Q, 7, P) be the usual probability space.

Definition 7.2.1 Let X be a discrete random variable with value in y, a countable
space which is summable. The Shannon Entropy of X is defined as
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= - P(X=x)lnP(X=x).

xXey

By summable, we mean that all the sums on y seen here make sense. The Shannon
Entropy is thus defined as a sum of nonnegative numbers in the finite space y. In
general, Card(y) can be infinite (but y is countable) while the sum in Definition 7.2.1
needs to be finite. In this definition and in case 0 € y C R, we use the convention
0 x In 0 = 0. We can only consider the values of x for which x > 0. More generally,
we have the following definition.

Definition 7.2.2 Let X and Y be discrete random variables with value in y, a
countable space which is summable. The multivariate Shannon Entropy of X and
Y is defined as

SX.Y)= =Y P(X=xY=y)nP(X=x,Y =y).

X, YEXY

This can be generalized to any number of discrete random variables.

Definition 7.2.3 Let X and Y be discrete random variables with value in y, a
countable space which is summable. The Conditional Entropy of X given Y is defined
as

S(X[Y) = P(Y =y)s(X|Y =y),

YeX

where

SXY=y)= =) P(X=x|Y=y) nP(X =x]Y =).

xey

These definitions straightforwardly generalize when we have more than two vari-
ables. We have the following useful Chasles relationship.

Proposition 7.2.4 Let X and Y be discrete random variables with value in y, a
countable space which is summable. We have

S(X,Y)=5(Y) + S(X|Y).

Proof
We may use directly the definitions above. By using the Bayes law, we have
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S(Y) + S(X|Y) ZPY )1 1)’)
+ Y B(X=xY=y) l”<IP’()I(ch,:Yy)=y)>'

By using the total probability formula, we have

S(Y) + S(X]Y) = ZPX x,Y=y)(In P(ley)+1n(P£(:YxTYy):y))):
— Y P(X=xY=y)P(X=x,Y =y)=S(X.Y).

X, YEX

Corollary 7.2.5 Let X, Y, and Z be discrete random variables with value in y, a
countable space which is summable. We have

S(X.Y|Z)=5(Y|Z) + 5(X|Y,Z).
Proof
Assume z € y\0}. Then X | {Z =z} and Y | {Z = z} are discrete random variables

with value in y, and we apply Proposition 7.2.4 to have

SX,Y|Z=2)=5(Y|Z=z) + S(X

=2).

We multiply by P(Z = z) for all z € y\{0}, use the convention 0 X In 0 = 0 and
Definition 7.2.3 to have

SX.Y1Z)=5(Y|Z)+ Y P(Z=2)s(X|Y.Z=2).
zex\{0}

We note that, by again using Definition 7.2.3, we have

SX|Y.Z=2)=) P(Y=y|Z=2)S(X|Y =y.Z=2),

Yex

therefore



110 7 Entropy of Peer-to-Peer Network

ZIP’(Z =2)S(X|Y,Z=2)

4
= ) PEZ=P(Y=yZ=2)sX|Y=yZ=2)
(v, 2)ex *x\{0}
= Z P(Y=y,Z=2)S(X|Y =y,Z=2)
(v, 2)ex *x\{0}

= Y PY=yzZ=3SX|y=y.Z=2).
0> 2)€(x\{0})

By using the convention 0 x In 0 = 0, we deduce that

> P(z=

€

=z)=5(X|Y.Z). n

Corollary 7.2.6 Let (X)); c (1,....ny n € N7, be a family of discrete random variables
with value in y, a countable space which is summable. We have

S(X1s o X)) =) S(XlX, LX),

i=1

with “.5‘(X1 |X0) ZS(Xl)”. '
If the random variables are all independent, then for any (xy,...,x; — ) €y~ ,
we have (see Definition 7.2.3)

(X|X1—X1,...,X 1=Xi— 1)
:7Z]P>( —x,|X1—X1,...,X,‘,]Z.X,',])IIIP( —x,|X1—x1,...,X,~,1:xi,1)

Xi€y
= — 2L PXi=x) InP(X; =x;) = 5(X;).
Xi€EY
Therefore,
S(Xi|X1, ..., ZP —)Cl X\lexl,...,Xi_lzx,-_l)
Xi€x
ZP —.X, i)-

xXi€x

Proof
From Corollary 7.2.5, we have

S(X1, s Xn) =8(X0) + 85X, L XX ) =8(X0) + (X2 X))
+5(X3’ v 9Xn‘X1’X2)’

and we iteratively obtain the desired equation. n
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The previous Corollary 7.2.6 will be useful in the sequence of this section. We
now introduce the Entropy Rate.

Definition 7.2.7 Let X = (X,); ¢ n be a discrete stochastic process with value in y.
The Entropy Rate of X is given by

S(X)= lim

n—+oon 1

S(X(), .. .,Xn).

Suppose all the random variables are independent, then by Corollary 7.2.6 and the
remark that follows, we have

. 1
S@)= lim o iZOS(X")’

which proves that S(X) is in this case the Cesaro limit of the sequence (S(X;)),cy. If
now the random variables are all identically distributed, then S(X;) = $5(X,) for any
i€ N, and S(X)=5(Xo).

Definition 7.2.8 Let X = (X;); ¢ n be a discrete stochastic process with value in y. It
is (strongly) stationary if, for any m € N and (xo, .. .,X,,) € ¥™* ', we have

PXpim =%Xms « s Xn=2x0) =P X =Xm, ..., Xo=x%0), Vne€N.

Proposition 7.2.9 Let X = (X,); c i be a stationary discrete stochastic process with
value in y. Then

S<X): lim ‘S(Xn‘anlv '--9X0)~

n— +oo

Proof
For any n € N and (xo, .. .,x,) € " * ', we note that

SXnt11Xn =205 -, Xo=x0) LS Xps11Xn =%, ..., X1 =x1),
hence
SXns1|Xn, -, Xo) LS(Xng1 X, ... X1).
The stationarity implies that
SXpr1| X, -, X)) =SXn| X0 1, - .. Xo)-
Thus, the sequence (S(X,|X,_1,...,X0)),cy is decreasing and positive. It

therefore converges to an element written as S’(X ). Therefore, for any n € N, we
have, by Corollary 7.2.6,
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n

S(Xoo - Xn) =D S(Xi|X1, L Xi ),
i=0

hence the sequence (nl? S(Xo, - - ,Xn))nEN is the Cesaro average of the sequence

(8(Xu|X,—1, ..., X0)),cn- Therefore, it converges to its limit, and S'(X) = S(X). n

2.2 Markov Traceability

We are now focusing on a graph of the Peer-to-Peer Network style. An example is
shown in Fig. 7.2. This is a graph G with vertices V and edges E (see Sect. 1,
Chap. 4).

We introduce the stochastic process X = (X;); ¢ y with value in V, representing
the position of the Satoshi unit in the graph. More specifically, for any x € V,
{X,, = x} is the event that the Satoshi unit is on node x at “time” n € N. Thus, the
stochastic process X is describing a random walk on the graph G.

Fig. 7.2 A typical Peer-to-Peer Network graph, where each vertex is a miner, a user, or a crypto-
exchange. We are describing the evolution of a Satoshi unit diffusion throughout this network
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Definition 7.2.10 A random walk is a stochastic process X = (X,); ¢ ny with value on
a countable set V such that G = (V, E) for some edges E, and there exists a function f
such that

X, =X,_1 —‘rf(Xn,], ...,X()), Vn € N*.

We say that X is a random walk on G.

In other words, the position of the walker at time » is depending on the position at
previous time n — 1, and is also function of its history on the chain, as well as other
potential parameters associated with G.

In practice, V is finite, therefore we set V = {1,...,m} without any loss of
generality.

Definition 7.2.11 Let G = (V,E) be a graph and X be a random walk on G. We say
that X is a Markov chain if. for any n € N and family (xo, . . .,x,) € V' * ', we have

P(Xn :-xn|Xn71 =Xp—1s -5 X1 :-xl) :P(Xn :xn|Xn71 :xn71)~

In other words, the walker does not remember its position before time n — 1.

Definition 7.2.12 Let G = (V, E) be a graph and X be a Markov chain on G. We say
the X is homogeneous if

IP’(X,,:xn|Xn,1 :xn,l) :P(Xl :.Xn|X0 :xn,l), Vn € N*.

In other words, the probability for the walker to get from vertex x,, _ | to vertex x,,
is the same at any time of the walk.

Definition 7.2.13 Let G = (V,E) be a graph and X be a homogeneous Markov
chain on G. A Transition Probability Matrix P = (py)1 <, j < m iS a matrix such that,
forall 1 <i,j <m, the element p;; is the probability that a walker goes to j € V from
iceV

It turns out that

> pi=1, Vie{l,....m}.
j=1

Therefore, P is a stochastic matrix. In particular, we have

Definition 7.2.14 Let G = (V,E) be a graph and X be a homogeneous Markov
chain on G. We say that X is a Markov chain of order [ € N™ if, for all vertexi €'V,
the walker has equal chances to run through any path of length [ from i in the graph.
Calling P(i) the collection of all paths of length I from i, this means that
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1 terminates a path in (i)
]P) X — 'X —7) — J p 1 *.
( n+l .]‘ n l) Card(T[(l)) ) vn € N

We shall call such a chain an [-Markov chain. The sentence
‘j terminates a path in #;(i)” designates any path of the style (i, * , * ,..., *,j)
and the length is / (i.e., the previous family has / + 1 elements).

As an example, the transition matrix P for the graph in Fig. 7.2 related to a
1-Markov chain is given by

0 0 1 0 0 0 0 0 0
0 0 1 o0 0 0 0 0 0
/5 1/5 0 1/5 1/5 1/5 0 0 0
o 0 12 0 12 0 0 0 0
P=1] o 0 1/3 1/3 0 1/3 0 0 0
o o0 1/3 0 1/3 0 13 0 0
o 0 o0 o0 0 1/3 0 1/3 1/3
0 0 0 0 0 0 1 0 0
60 0 0 0 0 0 1 0 0

Regarding a 2-Markov chain process, the vertex 7 has five paths of length 2:
(7,6,3), (7,6,5), (1,6,7), (7,8,7), and (7,9, 7). Therefore,

_ 1 j terminates a path in ?,(7)

P = 5

2.3 Maximal Entropy Random Walk

This section is inspired by [18]. The following content should be a starting point for
designing a diffusion that maximizes the entropy rate.

Definition 7.2.15 Let G = (V,E) be a graph and X be a homogeneous Markov
chain on G. We say that X is a Maximal Entropy Random Walk (MERW) if it is a
+00-Markov chain (or an I-Markov chain when [ tends to infinity).

Theorem 7.2.16 Let G = (V,E) be a graph and X be a homogeneous Markov chain
on G. If the graph is primitive (see Definition 4.4.3 — G is primitive if its adjacency
matrix is primitive), then the stochastic process X has a unique stationary law
(4)); ¢ v and the entropy rate is given by

SX)= - Z .uipijlnpij'

(i,))eV?
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Proof

The first statement comes from Theorem 4.4.4. Regarding the second statement, let
pn = (P(X,, =1)); ¢ v be the vector for the probability law at time n € N. We have the

equation

:P/ n—1s VI’ZEN*.

This equation is the Kolmogorov equation, and is straightforward to show by

using the total probability formula. Indeed, for any n € N* and i € V, we have

n*l ZP n—l|Xn,1—) ( nflzj)'

jev
Hence,
Pn= (P/)np()'

Next, from Definition 7.2.3, we have

S(Xn|Xn-1) ZIP’ 1 =08SXu|Xp—1=0)= ZIP’ n_lfl)p,jlnpy
eV i,jeVv
Hence,
nET@cS(Xn|Xn_]): - nEToo(P(Xn_l _l) pylnptj Zlulpljlnplj
i,jev i,jeV

We will show that lirE S(X,|X,-1)=8(X). Indeed, for any (xi,..

D E ;(i - 1, we have (see Definition 7.2.3)

S(Xn‘Xl = X1, ~-~’Xr171 :Xn,])
= —ZP(X,,:)C,,‘XI = X1, ~~‘aXn71 :x,l,l)ln]P’(X,l:x,JXl =X15 ...
Xn€Y
= _Z]P)(Xn:xn‘xn—] :xn—l)ln]P)(Xn:xn‘Xn—l :-xn—l)
Xn €Y

:5(X11|Xn71 :xn71)~

We therefore have

5(Xn|Xn71’ s 7X0) :S(Xn|Xn71)7

and conclude with Proposition 7.2.9. n

,anl :xnfl)

We conclude this section with the following important theorem.

WX, _
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Theorem 7.2.17 Let G = (V,E) be a primitive graph and X be a homogeneous
Markov chain on G, with adjacency matrix M with highest eigenvalue 1. Assume that
M has elements in {0, 1}. Then the Entropy Rate S(X) is maximal and equal to 1n4,
if and only if X is a MERW.

Lemma 7.2.18 Let G = (V, E) be a graph, and its adjacency matrix is M with simple
and dominant highest eigenvalue A (it is positive and strictly higher than the others).
Let u and v be the left and right eigenvectors for the eigenvalue 1, i.e., Mu = lu and
VM = Av'. Then we have:

Proof
LetA=M — ﬁ wv'. The set v" is the orthogonal space enhanced by all vectors that
are orthogonal with v, i.e., z € v* if and only if z v = 0. We can decompose R such
that R” = Ru @ v*.

Note that M(Ru) C Ru and M(v*) C v*, thus we can define the restriction M,. .
We have A =M, (since Au=Mu — % (Viu)u=Au — du =0, hence A(Ru) = {0}).

Therefore, the eigenvalues of A are strictly comprised between —1 and 4.We can
write

_ ( M, *
Mf( 5 A).

From the Jordan Normal form theorem (see Sect. 2, Chap. 4), there exists
(P,J) € GL,(CT) x M,,(C) such that A = PJ*P~", where

o1 0

I 0 I 0

Jo= 0 0 T
0 0 I

with A= 1> 4, Vi € {2,3,...,m}. Next, for any k € N, we have (4)“ = P(L) P~
and (%)k is an upper-triangular matrix that writes as monomials of the 4;/4’s to the

power of k. Since 1 > 4;, Vi € {2,3,...,n}, we therefore have . lim (’f)k =0 and
— +00
lim (4)“=o.
Jim (5)" =0
From the equation A=M — V{l—uuv', we have, for any k € N

() =)+ an

We conclude the lemma. &
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Proof of Theorem 7.2.17
We note that the MERW is following the Principle of Maximal Entropy for paths of
infinite length: there is an equal probability that the walker chooses one path of
infinite length (see Definitions 7.2.14 and 7.2.15). Henceforth, for any two
i,j € {1,...,m}, any path from i to j has an equal probability to be taken. The
entropy rate is maximized by definition, as a limit of entropy of multivariate random
variables associated with such random walk (this was mostly ‘“heuristic,” but
intuitive though). It remains to prove that the entropy for a MERW is equal to In/.
Suppose X is a MERW. Let u and v be the left and right eignevectors for the
eigenvalue 4, i.e., Mu = Au and VM = Av'. Lemma 7.2.18 implies that

jk

MF uy'.
k—>+OOV u

Henceforth, by setting B= (e, ...,e,) the canonical basis of R”, and by multi-
plying the previous relationship with adequate sums of elements in B from the left
and/or right, we deduce that

RN
My~ S <Z u,-> v, VIe{l,....n}

I(Mk)lj R~ C v]> w, Vlie{l,...,n}

We deduce that, by multiplying the two above equivalents, the number of paths
A, (1) from / and of length 2k is given by

)= 3 (M), (v ),,Mm o ( V’) (im)mv,,

ij=1 i=1

) )

n
The metric my(1)/ > my(I') must coincide with the unique stationary law of the
=1
+o0o-Markov chain, since the matrix G is primitive. Since

s

i=1

e

J

We set
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my (l) o upvy

> mk(l/) > upvy
=1

I'=1

)

we therefore deduce that the stationary law (u;); ¢ (1,.. .} is given by

wvy —_ uwvp

n Vviu®
> upvy
=1

Hi=

It remains to calculate
pij :P(Xl :]|X0 :i) = lim P(Xk :j|Xk,1 :i)
k— +o00

. P(Xe=j,Xe_1=1)
=1
kiToo ]P’(kalzl')

eN,

Vk

by stationarity.  First, klim P(Xy_1=i)=u;. Second, the probability
— 400

lim P(X; =/, X, =1i) must be proportional to v;M;v;, and we therefore write
— 400

k
li P . . viMijuj o V,‘Mijuj - ViMijuj
im P(Xy=j,Xx1=1)= —; =— =—
kD o0 V' Mu Avu
Z VI-/Mi/j/l,{j/
ij=1
Therefore,
lim P Xk =7 Xk,| =1 viM jiu;
p_k~+oo( ’ )_TLJ_Mijﬁ
v lim P(Xk_lzi) % A I/t,'.
k— +00

Henceforth, from Theorem 7.2.16, we have
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n
wyi My wjo (M w\ 1
= D mpyinpy= = ) S (7 W)=

(i,j)€V? ij=1

My wi\  VMu 1
X Z viMjjujln ( ) = At

ij=1

X Z VZMUL{](]H (M,JM,) —In (Mljuj)) = 7 1/1,{ Z VZMUMJ(]H u; — In l/tj)
ij=1 i,j=1

—|—L z": viM;In (M'-)u'zln/l—i—L z": (vidu;ln w; — Avjuiln u;) —|—L
/1/””:1 iMij ij ) Uj /Wuij:l AU U; W)

X Jz;lvM,jln =1+ ;(v,ﬂuiln u; — viduiln u;) +

X z": viMjin (M;;)u _ln/H— Z viMln (M

ij=1 ij=1

1
Mu

Since M has elements in {0, 1}, then M;; In (M;;) = O for any (i,j) € {I,. }2
and using the convention 0 x In 0 = 0. We conclude that S(X) =In 1. n

In practice, by choosing the relevant adjacency matrix M (or equivalently the
relevant graph G), then one can benefit from considering the stationary law to model
a random walk behavior at equilibrium (i.e., steady state), by just calculating the
highest eigenvector’s components, and at maximal Entropy Rate. This technic
actually is quite theoretically involving but has the surprisingly virtue to be straight-
forwardly implementable!

3 Privacy and the Blockchain Transaction Graph

We introduce the Shannon Entropy to the Blockchain Transaction Graph, that is the
Privacy Entropy. This is another type of entropy and it is describing all the different
backward paths from an UTXO up to from where a Satoshi unit could come from.
This metric is particularly adapted for traceability, but also for the amount of
information about the possible sources of cash finally stored in an UTXO. We will
see that a way to improve privacy, i.e., anonymity of addresses’ owner on the
blockchain, is to increase the Privacy Entropy. The approach will lead to an optimal
cost of transactions, in a way we are going to define.
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3.1 The Privacy Issue

Many Bayesian technics exist to identify a user through the information released on
the blockchain. From an address, a privacy attacker can go backward through the
Blockchain Transaction Graph, and identify the history of the transactions of a
particular user. See [19, 20] for more information.

3.2 A Privacy Violation Model

As elaborated in [20], privacy needs to be modeled by considering a bunch of
addresses. In fact, an attacker cannot deduce anything with only one transaction:
she will identify the transaction in which an initially chose UTXO is an output, and
will appropriately select the inputs she thinks are associated with the same user, in a
direct (the same user appears in the input and output) or indirect (the user does not
appear in the output, but, e.g., mainly may appear in the inputs of previous trans-
actions) way. The selection input(s) is (are) the output(s) of a previous transaction, so
she will iteratively repeat the previous dynamic to get the bunch of addresses she
thinks are associated with one unique user.

As an illustration, suppose an attacker is targeting a specific UTXO. This UTXO
is the output of a transaction which has, say, two inputs. Each input is the output of
an already spent output, but a direction should mainly refer more to the targeted user.
Thus, the attacker has one chance over two to get the appropriate path leading to the
bunch of addresses that gives the optimal amount of information about the user: the
probability of choosing the optimal path, i.e., the right one, is 1/2. Since each choice
is considered to be independent from the previous ones, one can multiply the
probabilities to get the probability of a path. This model actually is related to a star
tree, where the middle of the tree is the chosen UTXO. Thus, in Fig. 7.3, if the
chosen UTXO is UTXOy, then the probability the attacker choses the red path is (%) ’
as indicated.

If the set of UTXOs was indexed, we simply have f: p;i(k) =1, where p,(k) is the
probability for path k from the i UTXO and K is thekt?)ial number of paths from the
considered UTXO. We give the probabilities for the paths in Fig. 7.3:

pi(1)=1/4,
pi1(2)=p(3)=1/8,
pi(4)=p,(5)=1/8,
p1(6)=pi(7)=p:(8) =1/12,
(1) =p2(2)=1/4,
P2(3)=p,(4) =p,(5)=1/6.
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Probability an attacker gets the right path, leading to privacy violation
- 2 142,y 112
112 }1 E UTXO,
red path
1/2 1/2
p{red)=1/2° ‘
- 112
) 1
Entropies H,=5/2log 2 +1/4 log 3
i | H,=32log 2 +12logla _lyTxO,
Total Cost C = 1950 BSV satoshis
p?_(blue)=1 12113 Fair Price ¢ = 390 BSV satoshis

Fig. 7.3 Model for the violation of privacy. An attacker chooses one UTXO and selects a bunch of

spent addresses backwardly from it. The randomly selected bunch gathers addresses

that the

attacker believes are the most informative toward one unique targeted user. From the blockchain —

as schematized above — there is an optimal path in the sense that the attacker will gather
addresses to get the most possible information regarding the user. Thus, if the attacker

specific
chooses

UTXO), above and the optimal path is the red bold one, then she will have 1/2* probability to get the
optimal bunch of addresses. Thus, we can derive a complete set of events associated with one
UTXO. To complement this model, we define in Sect. 4.1 the entropy of privacy associated with
each UTXO, which quantitatively assesses the difficulty to violate privacy. Finally, the total cost
and fair price for an exchange to create this system also are specified. (Source: Julien Riposo, 2023)

4 The Particles Model and the Entropy of Privacy

In this section, we directly propose a solution for the previous problem.

4.1 Entropy of Privacy

We focus on the Blockchain Transaction Graph, as described in Fig. 7.1b, and the
related section. As explained, the graph ends in absorbing states, which represent

UTXOs. At each time, there are a given number of UTXOs. We focus on
UTXO and introduce the following Privacy Entropy.

the i

Definition 7.4.1 Privacy Entropy Let pi(k) be the probability for path k from the i™
UTXO, with a total of K € N different paths. The Entropy of Privacy is the Shannon

Entropy associated with this UTXO:
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Si= — Zpi(k) In p; (k).
k=1

The total entropy is
i

Indeed, this model supposes that the process of selecting the addresses starts from
one unique UTXO, and does not depend on any other UTXO. Thus, we have an
independency of UTXOs and of the selection processes. Here, this entropy is a
metric of privacy, that is, it indicates how difficult it is for the attacker to find the
right path for the user identification. In fact, we have

520,

and if § =0, then the attacker will surely identify the optimal path to reach maximum
information related to one user. Besides, the higher the privacy entropy, the higher
the disorder in the system and the more difficult to find the optimal path.

As an illustration, we give the entropies for the two UTXOs in Fig. 7.3.

4.2 The Particles Model

One possibility is to dilute privacy through an institution, e.g., an exchange, when a
client is ordering a position. Dilution could mean partition of an amount, say X BTC
(X > 0) into distinct UTXOs to be stacked into the blockchain. Specifically, the
exchange makes a transaction where the input is X BTC, and the output is a set of
n UTXOs (n > 1). The first UTXO has amount of Z; BTC, the second one has
amount of Z, BTC, and so on. This process may result in millions of UTXOs per
such transaction (n is a big number).

Such process may be realized for all the buy orders, i.e., for each customer and
each order, resulting in millions of millions of distinct UTXOs. It is worth stressing
to call these UTXOs particles: each of them has a sufficiently low amount of BTC so
that only one particle may not be used as a proper transaction. However, a set of
particles might constitute a proper transaction: a sell order may result in selling an
amount of BTC to the source of BTCs (inverse path), by means of gathering a set of
particles to form a unique tangible BTC amount. This model is close to an order
book model, but the orders are divided into particles, making the match more
efficient. The exchange would thus become a system of particles, where forces of
repulsion (split the amount X BTC into particles) and attraction (construct an amount
Y BTC from particles) generate the whole stability. Fig. 7.4 is illustrating the model.
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Fig. 7.4 The Particles model: a customer (say J.R. for Julien Riposo) balance is decomposed into
several particles, i.e., UTXOs of very small BTC amounts. The particles constitute the matter of
each amount, and they are gravitating in an exchange system ruled by forces of repulsion (giving the
particles in case of a buy order) and of attraction (in case of a sell order). This results in significant
improvement of privacy, as it becomes more difficult to follow the identity of customers. (Source:

Julien Riposo, 2023)
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k inputs 4 m outputs
buy order / o N sell order
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Fig. 7.5 Application of the Privacy Violation model to an exchange’s system utilizing the Particles
model. There are buy order transactions (left-hand side, purple boxes) having in total k inputs and
sell order transactions (right-hand side, blue boxes) having in total m outputs. We suppose, to
simplify, that there are systematically n particles involved for explosions and implosions. We can
derive a fair price-optimal calibrated strategy, which makes the entropy increase. (Source: Julien
Riposo, 2023)

4.3 Average Entropy

We now apply the above modeling to an exchange that uses the Particles model. The
exchange is represented in Fig. 7.5.

Let /> 1 and J > 1 be the number of buy orders (purple blocks in Fig. 7.5, left-
hand side) and sell orders (blue blocks in Fig. 7.5, right-hand side), respectively,
each indexed by the variablesi € {1,...,I}andj € {1,...,J}. Let & be the number
of distinct inputs for the i™ buy order block and n;, ; be the number of particles going
from the i™ buy order to the /™ sell order.

Definition 7.4.2 The Average Condition for the Entropy refers to when kD =k
(independent of i) and n;; = C]t-e (same number of paths from the i™ buy order to the

™ sell order, for any i).

Theorem 7.4.3 The Average entropy of privacy, i.e., the entropy derived from the
Average Condition, is given by

Proof
Letj e {1,...,J}. We focus on the /™ sell order block. One path essentially is given
by the pair or numbers (i, j), for some i € {1, ..., I}, as the attacker leaves from the jth
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sell order block to reach the i™ buy order block. The number of possibilities to do that
I
is given by n; ;, and there are nj>= ) n,; total possibilities for the attacker to choose
i=1
any buy order block. Once this latter is chosen, the attacker has £’ choices for the
backward next spent outputs. Therefore, the probability for this path to be the right

one, when the attacker chooses the route (i, ), is given by

I’l,’J l

Pij T UN

The entropy associated with the /™ sell order is given by

I I . (0

) n nik
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hence the total entropy of the system is given by

njk(i)
I/liJ' ’

J J 1
=33y
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Following the Average Condition, we have n; ;/n; = 1/ and k% =%, so that the
average entropy is finally given by the desired result. m

This deserves a comment. In practice, this number could be used for implemen-
tation purposes. In addition, the entropy of privacy increases with the number of
explosions 7 (as a log) and implosions J (linearly): having many sell orders further
masks privacy.

In addition, and perhaps less intuitively, we observe that when k increases, the
entropy decreases: there are less paths to the previous spent outputs, generating the
buy order transactions. It is worth pointing out that the average entropy does not
depend on the number of outputs for the sell orders, since this number does not
depend on the privacy generated by the exchange.

4.4 Privacy Entropy Rate

This subsection is a connection between the Entropy of Privacy and the Entropy Rate
discussed in Sect. 2. The Blockchain Transaction Graph G = (V,E) can be
decomposed into several intersected graphs. If there are J € N* UTXOs in total,
and focusing on the " UTXO, i € {1, ..., 7}, the graph G; = (V;,, E;) enhanced by
the i™ UTXO clearly is a star graph, with the end being “genesis” addresses, i.c.,
exclusive inputs that are not outputs. We have
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1/2 1/2 _ 12

1/2 1/2

L] 12
\ UTXO,

Fig. 7.6 A particular Blockchain Transaction Graph, with “genesis” addresses 1, 4, 6. (Source:
Julien Riposo, 2023)

A A

but there is no reason that G; N G; = @, fori # j. Forany i € {1, ...,J}, let P; be the
backward transition probability matrix for a system, e.g., as illustrated in Fig. 7.6.

In Fig. 7.6, the transition probability matrix for UTXO; and UTXO, are respec-
tively (noting O the vertex UTXO;, i € {1,2} — the second matrix is made from
vertices {0,4,5,6})

0 0 0 1/2 0 12 0
o0 1 0 0 0 0 0
1
0 12 0 0 12 0 0 g (1’ o g
Pi=1lo0o o 1 o 0 0 o |;Pr= 0 12 0 1p
00 0 0 1 0 0 o o o 1
0 0 0 0 12 0 1/2
o0 0 0 0 0 @I
Fix i € {1, ..., J}, we introduce the stochastic process X = (X)); ¢ i, where X; is

the position of the attacker at step j. We set Xy = O (the attacker is at the considered
UTXO). Then X clearly is a stepwise decision process. If there are n + 1 vertices in
total (including the UTXO), then X is constant from rank n, i.e., X; = C* for any
j = n, and the constant depends on the chosen path. This is because the “genesis”
addresses are absorbing states. In addition, we can assume that the stochastic process
X is a homogeneous Markov chain. Therefore, for any i € {1, ...,J}, for any
j € N*, and family (i, .. .,i;) € V;, we have

P(X;=ij ....X1=i1,X0=0)=p; ;- Pos>
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in particular, for any j — 1 2 n, since p; ; =1if i; _ | = i; = i, is a “genesis”
address, then

P(Xj=ip ....Xp=lp, ... X1 =i1,X0=0) =P(X, =iy, .... X1 =11, X0=0)
=Pi, iy -Poir>

for all j > n. Therefore, the Shannon Entropy is such that

S(Xj, ey Xns ...,Xl,Xo) = - Z Di i -+ -Doi, ln(p[“i”-n...po l-])

Iy .ylipy

=$(Xp ... X1.X0).

Henceforth, the entropy rate is
S(X)= lim Ls(xj s X -, X1, X0)

. 1
- (hmjﬁooj—k—l)g(xm > X1,X0)=0.

This is an interesting result, since it shows that the entropy rate really reflects the
long-run behavior of the random walker, who will stop her exploration at genesis
blocks for a finite blockchain (provided she is faster than the construction of the
blockchain).

It is worth pointing out that the attacker might stop before the genesis blocks, if
she judges the targeted user is not concerned with blocks from a given rank
(backward). In this case, the entropy rate is still 0.



Chapter 8
Applications: Selection of Research Studies e

Many studies have been developed around the blockchain, and it is obviously
impossible to deal with all of them. In this final section, we would like to highlight
key blockchain research topics through the viewpoint of the developed theory above.
The selected articles bore the attention of the author, but are far from exhaustively
reflecting the overall research, and the below could specifically be seen as examples
whose underlying blockchain theory, the one developed previously in this book, is
general, and can gather a priori distinct blockchain topics.

1 Satoshi Nakamoto’s White Paper [7]: On the Probability
of a 51% Attack

It is worth pointing out that the content of this book can be seen as a theoretical
elaboration and extension of this white paper. There is an additional problem which
we have not considered thus far, and would like to get deeper down to, which is the
one of a 51% attack, explained in Section 11 in [7]. In fact, we could more rigorously
assess the content of this section, and especially we could derive the probability that
a 51% attacker “replaces” blocks already mined, and eventually adds more, with the
help of Sect. 2.2, Chap. 2.

We introduce the Poisson random variables N? and N, respectively, be the
number of blocks that the attacker has reached at time ¢ and the number of blocks
in the blockchain at time ¢, with respective intensities 4, and 2. We are interested in
the case where the number of blocks of the attacker is lower than the ones for the
blockchain, i.e., the even {N >N+ z}, which is a safe configuration against 51%
attack. Thus, we want to compute the probability P (N >N+ z). See Fig. 8.1 for an
illustration.

The following theorem is a more formal elaboration of Satoshi Nakamoto’s
argument, based on the study developed thus far.

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2023 129
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- — —
Aftacker's
chain i
- >
N,
Blockchain

Fig. 8.1 A safe configuration against 51% attack. The blockchain has z more blocks than the
attacker’s; hence, according to the consensus rule (see Sect. 2, Chap. 4), the miners will not choose
the attacker’s blocks. (Source: Julien Riposo, 2023)

Theorem 8.1.1 If we assume that A, < A, then, following some other straightfor-
ward assumptions, for any z > 0, we have:

4
P(N,>N!+2z)= (f) .

The assumption 4, < 4 means the attacker has less resource than all the miners
populating the blockchain.

Proof
Let (t;); ¢ v be the realized times that a new block appears either on the blockchain or
in the attacker’s chain. We introduce

b= T1 AN, =1
T -1 ifaNg =1

where we set N, , :N?i1 =0and AN, =N, —N,, , foralli € N, same for N? In
other words, b; is +1 if a block was added to the blockchain, or —1 if the attacker
added a block to her/his chain.

‘We now make the claims that

(b)); < w are all independent and identically distributed;
« AieN AN, :AN‘t’i.

The first bullet point allows to stress that P(AN,, = 1) is the same, for any i € N.
From the second one, we set

i
a by if i>0
Bi:Nti_Nt,-: j=0

0 otherwise

Therefore, given that {AN, =10 ANZ =0} U {aN, =0nANZ =1} s an

almost sure event for any i € N*, the conditional law of B; given the realized set
(t); < n is a Binomial random walk, of parameters (i, P(AN,=1)). We now



1 Satoshi Nakamoto’s White Paper [7]: On the Probability of a 51% Attack 131

introduce the set 4. = {B; >z}, which is the event that the attacker can have the same
number of blocks as the blockchain, given s/he has z blocks to catch up with, from
the i™ block. We note that P(ﬂlé) should not depend on i, by the memoryless of the
process, so we call 4, such event. Thus, our goal is to derive P(4,), but the
probability P(AN,, = 1) needs to be calculated first.

Let 7; be the random time that the i"™ block appears on the blockchain, and 7} be
the random time that the ™ block appears on the attacker’s chain. According to Sect.
2.2, Chap. 2, 7; (resp. 77) is an exponential random variable with parameter A (resp.
A2). Therefore, we have, for any i € N:

P(AN,=1)=P(r;<7}).

Indeed, for the /™ round, the blockchain’s block appears before the attacker’s.
Since 7; and 7¢ are independent, we have

+0o0 X
P(7i<7?):/0 /0/1637’1y></1ae*’1“)C dXdy:/lj/l .
a

Next, note that P(Ay) =1, since By = 0. Suppose now that z € N*. We use the
following recursive equation:

P(4,) =P(AN, = 1) xP(2,,,) + P(ANZ - 1) xP(4,_),

which is true, since if there is one additional block added to the blockchain, this
means the attacker has to catch up with one additional block, but also if one block is
added by the attacker, there remains one less block to catch up with. Thus, we have

Aa
T

P(a;) = XP(Az41)

i P(a,_).

Given the initial condition P(4y) = 1, then the solution for the above recursive
equation is given by

P(ﬂz):1+c(<'za>z—1>, with C € [0,1].

Another condition is that it is impossible that the attacker catches up with an
infinite number of blocks in the blockchain. This means that the event 4., is
impossible: P(4.,) =0. Therefore, C = 1 and

l 4
P(a,)= (f) , VzeN.

We indeed see that P(4;) does not depend on i. This ends the proof. m
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Note that if 1, > 4, the only acceptable value of Cis C =0, thus P(4,) = 1 for any
z: if the attacker has more resource than the rest of the miners, then s/he will catch up
with the blockchain almost surely.

In addition, we note that, as stated by Satoshi, but proven above, the higher the
number z of blocks the attacker has to catch up with, the less likely s/he will indeed
catch up with the full blockchain, which makes the blockchain more and more secure
with time, provided honest miners possess more than 50% of the total hash power
(e, 4 > 4,).

Therefore, the probability 2, of an attack is given by

A\ .
fPZ: <7) ]fZZO

1 ifz<0

Indeed, when z < 0, this means that the attacker has more blocks than the
blockchain and will thus proceed to an attack. Bearing in mind the notations of
Section 11 in [7] (page 7), and the fact that a sequence of binomial random variables,
under some assumptions, converges in law to a Poisson process, we have that

Z Z
</1a> ~ <g) , thus the probability obtained in [7] (page 7) is just the convolution
of a Poisson law with P,.

As a conclusion, we have linked the theory developed in Sect. 2.2, Chap. 2 with

the main attack’s result on the white paper.

2 On forecasting Bitcoin Price with Chainlets [8, 9]

Forecasting the price of the Bitcoin cryptocurrency, or, equivalently, its one-day
logarithm return, is a task full of obstacles. The main one being the fact that they do
not satisfy the necessary conditions for being described by the usual econometric
models. The returns are far from being stationary, they are empirically strongly
correlated, and signals are usually tough to discover.

Even though they are as well difficult to identify, bitcoins’ “risk factors” (as in the
traditional banking jargon) are not quite understood. For instance, in the environ-
ment of equity derivatives, the risk factors are what drives the derivative prices: these
are mostly the equity prices (stock prices). However, for Bitcoin, what could be risk
factors?

They may be nothing else but blockchain data: block size, hash rate, number of
transactions per second/minute/day, inputs, outputs, or even the coefficient D of a
fitted model, see Sect. 3.6, Chap. 4.

Thus, a risk factor model remains possible. This is the object of [8, 9], with a
particular risk factor: the chainlet. See Fig. 8.2 for an illustration.
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a) Standard representation for blockchain transaction graph

-y .

b) blockchain transaction graph with chainlets

__,_ B

Fig. 8.2 Two different ways to represent the one-directional graph of transactions on the
blockchain: (a) usual representation — there are three transactions, and vertices are outputs (trans-
action fees not represented), also see Fig. 11.4.1; (b) another way to represent the transactions, by
means of a second type of vertex. This is a particular case of 3-chainlet (there are three transactions).
(Source: Julien Riposo, 2023)

Definition 8.2.1 A graph of blockchain transactions G = (V, E) is a graph where V
is the set of outputs (see Definition I1.4.1) and E the set of pairs whose first element is
an input (see Definition 11.4.2) and a related output as a second element, thus
forming a part of transaction (see Definition 11.4.3).

Besides, a transaction is defined as the set of pairs with inputs and outputs
appearing several times. For instance, in Fig. 8.2.a, there are three represented
transactions On the left-hand side, there are three inputs a, b, ¢ and two outputs
a,b. Thus this transactlon is defined by the famlly of pairs {(a, a) (a, b) (b, a)
(b, b), (c,a ) (c, b )}. Thus, if there are n inputs and n outputs, a transaction will be a
set of all nn ordered pairs.

We can now define a k-chainlet.

Definition 8.2.2 Let G = (V,E) be the graph of blockchain transactions. A
k-chainlet (k € N*) is a subgraph G = (V,E) of G containing k transactions
(as defined in Definition 8.2.1).

An alternative definition is as follows (this is presented differently from [8]).
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Fig. 8.3 1-Chainlet matrix O (daily clusters from 2009 to 2018), with n = 20. (Source: [8])

Definition 8.2.2 bis A k-chainlet could be seen as a subgraph G = (VU T, E) of the
blockchain transaction graph, where T are vertices of type “Transaction,” and the
elements of 'V (the outputs) are connected with the ones of T, i.e., an element of E is of
the form (u,v) € V.x T (u is an input) or T X V (v is an output). When k = 1, we
introduce the notation Ci_,; for one transaction with i € N™ inputs and j € N*
outputs.

In order to represent the information on the number of 1-chainlets, [8, 9] have
introduced the matrix O of 1-chainlets whose element (i, j) is defined as (with n > 0)

Card(Ci;) ifi<nandj<n
+00
> Card(Ci—) ifi<nandj=n
I=n

Oi'_ +00

/ > Card(Ci—)) ifi=nandj<n

I=n
+00 +o00
> > Card(Ci—yr) ifi=nandj=n
I=n=n

where Card(C;—,;) is the number of 1-chainlets C;_;. By means of hierarchical
clustering, a result is shown in Fig. 8.3 (which is Figure 4.a in [8]).

This representation has the advantage to perceive some clusters among the
1-chainlets of different kinds. In particular, an appropriate choice for n needs to be
done to reveal the clusters. Some further elaborations depicted in particular in [9]
could allow to plot an indicator of transaction flows mined in the blockchain (see
Figure 3 in [9]).

A k-chainlet thus defined is an interesting risk factor. In fact, [8, 9] have
performed some econometric studies to reveal the dependency of the Bitcoin price
and one-day log return with respect to them:
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» [8] has defined, in this context, a Granger Causality (a time series X Granger-
causes Y if the history of X contains some information on the future of Y). Their
table 1 reveals that there is causality significance of 1-chainlets for predicting the
Bitcoin price tomorrow, given the history of all the features.

* [9] applied an ARMA-GARCHX model, including 1-chainlet activity, and
backtests they have performed showed more significance than without including
them (see their table 3).

3 On Valuing Bitcoin Price with Metcalfe’s Law [10]

Valuing the price of Bitcoin has been a topic under investigation. Researchers and
economists have been proposing some known laws, modeling price with specific
attributes and according to a certain networking rule. For instance, Sarnoff values the
price as a function of the number n of users in the Bitcoin Network. Reed values it as
a function of 2", or Odlyzko as a function of n log n (see [10] and references cited
therein). As explained in [10] (page 12), Bitcoin is best modeled as a network of
peer-to-peer interactions, and its price should reflect those interactions.

Thus, forming a network of n users, there are @ total possible pairs in the
network (basically, the dimension of a symmetric matrix, excluding the diagonal,
which is, again, the number of all non-diagonal upper elements). Thus, Metcalfe’s
law assesses that the price P, to be modeled is given by

Pi=A nl(ntTl) >
where n, is the number of users at time ¢, and A € Ri, but which is susceptible to
change through time.

The author in [10] has performed a quick statistical analysis of the comparisons
and observed strong deviations in 2013-2014, see Fig. 8.4 (which is Exhibit 5 in
[10]).

The author cannot explain this deviation but has strong suspicions of price
manipulation. Digging a little bit this possibility, other authors shared the same
suspicions (see [11]) where it is explained that Bitcoin suffered from price manip-
ulation in the period of Mt. Gox bankruptcy, due to individuals having several
accounts and exchanging bitcoins illicitly.
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Fig. 8.4 Log plot of the price and comparison with an optimal fit of the Metcalfe law. (Source:
[10D

4 On Valuing Bitcoin Price from an Equilibrium Approach

This section has not been the object of a previous study to the best of the author’s
knowledge. The pricing of financial instruments is the essential means for circulation
of goods and services within communities. When it comes to new financial instru-
ments such as Bitcoin, a review of Financial Pricing Theory becomes crucial. Over
the past 50 years, Probability Theory has vigorously developed pricing, especially
Option Pricing. Calculating the fair price of an instrument (mainly based on a zero
present value, i.e., gains = costs) and selling the related contract to a community sets
the level of liquidity in a financial market. The fair price is thus not exclusively
determined by the law of supply and demand, but by a model — considering supply
and demand, to some extent. Such a model makes economical and financial assump-
tions, setting an agreed set of hypotheses, or mathematical assertions. From these
hypotheses follow a path of deductions up to a final equation: the fair price with
respect to appropriate parameters, but also time.

Pricing Theories mainly apply to derivatives. They are sophisticated financial
products, and the underlying mathematics often requires advanced stochastic calcu-
lus. To complement Futures and Swap Pricing, the Black-Scholes formula of 1973
has made Option Pricing popular. There are many models derived from this very first
equation. Thus, pricing a swaption (Swap Option) requires juggling between differ-
ent probability spaces through changes of measure: the risk-neutral measure, the
forward measure, the terminal measure, the spot LIBOR measure, etc. Each measure
enables a specific calculation of the price. A common rule of thumb (which in fact is
related to the Fundamental Theorem of Asset Pricing) for giving a price P for the
contracts is given by the following equation:

P=E(B(.T) " W(T)|%,),
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which is the conditional expectation today (at time #, given the “information” 7, we
know) of the price W(T), in an appropriate measured space, of the instrument at
maturity (time 7'), actualized to today by the factor B(z, T) (related to an interest rate,
which can be zero to simplify).

Pricing obviously relates not only to derivatives but also, in particular, to com-
modities. The price of commodities, however, is mainly governed by supply and
demand, instead of by the underlying support where it is materially issued. This
means that equation of the above type may not be relevant — perhaps with the
exception of Bitcoin. Indeed, it is difficult to model a commodity price based on
factors such as its essence, on the technology required to extract it, the impact of
climate change on it, etc. However, if Bitcoin is considered as a commodity, it is not
a “natural” commodity since it has been created by mankind [7]. Different criteria
should apply.

Bitcoin does not currently have a dedicated pricing method or model, since one
cannot rely on simple geometric Brownian motion — even if one chooses the “most”
appropriate drift and volatility — since its returns (1D, 10D, 20D, etc.) do not relate to
normal random variables. In fact, contrary to any “natural” commodity, we know the
underlying (technological) environment of Bitcoin: its blockchain.

In the below, we discuss a short model for pricing Bitcoin based on the equilib-
rium pricing (gains = costs) being verified every 10 min, approximately.

The idea is that all the computational efforts need to be rewarded, and this reward
should be evaluated at its fair price. In other words, we should be able to identify an
equation of the form “Cost = Reward” (financially, this is zero present value), which
is exactly an equilibrium equation, since the losses due to hashing must be compen-
sated with the rewards obtain from mining a block. Thus, we can introduce the
following parameters:

* {—time, supposed to be in 0, 7], e.g., T = 10 min;
* x — a parameter, which is a witness variable of block and miner dependency.

The following functions of interest, depending on ¢ and x, are also introduced:

¢, — block reward for block b;

* ¢ — (electrical) cost per hash (e.g., in USD);

* P, —price of one Bitcoin (e.g., in USD) at time t;

» f; —fee for transaction i in block b;

* N, — number of hashes needed to hash the block b.

From the above, we can easily compute the revenues R;, for block b. The total
gain is the block reward, plus the sum of the fees collected by the winning miner, in
the appropriate money unit:

= (37 e
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We can compute the costs, more precisely the expected costs Cp,, for block b as
well. This is the cost per hash, times the number of hashes needed to be computed to
get a correct key:

Cb:CN/,.

We obtain the following conservation equation: R, = Cp, or

<Fb+2f[) PT:CNb.

We possibly could obtain a pricing model for Bitcoin, which has the advantage of
directly considering its underlying technology, by further elaborating a Pricing
Equation-type, which can be written as

CNb

:7”2)—'_2]2.

Pr

Three variables can henceforth be modeled: the cost per hash ¢, the number of
needed hashes N, and the fee f;. A probabilistic and/or statistical approach may be
relevant in this context. Suppose we defined an appropriate filtered probability space

(gz, T,P, ( ft)te&).

The above leads to a model for the price each time a block is added. More
generally, we could get the price at any time ¢ in ]0, 7T as:

¢ Ny,

P; :E(PT|T,>¢>Pt :/3 W
it

+6t’

where f and ¢, are appropriately fitted and the ratio %becomes time-dependent.
b it

Note how close this equation is to the pricing one, and we used a linear form of the
conditional mathematical expectation (true for normal random variables).

Additionally, modeling the diffusion of information / should allow connection
with N, ,, since the more the diffused information within the network, the more
needed power for finding a correct key, and the higher N, ,. This property has a
strong impact on the Bitcoin price, and may be an additional factor to consider for
pricing Bitcoin.

One possible model for / is the one given by the usual creation—diffusion
equation:
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where I is the rate of transactions introduced in the mining network and D is the
diffusion coefficient within the network. Note that the Laplacian A needs to be
defined appropriately, see Sect. 3.6, Chap. 4.

As a conclusion, the set of possibilities to build a mathematical description of the
blockchain seems gigantic. Further research is needed to elaborate on a pricing
equation in order to get full construction and implementation of new models and
allow us to get closer to the understanding of this fascinating environment.

For a foundation of the mathematics of diffusion on the peer-to-peer network,
see [12].

5 Weights Contribution of a Crypto Portfolio through
the Euler Allocation [14]

From the knowledge of the price of n (n € N*) cryptos, it is possible for an investor
to analyze the contribution of the weights describing her investment capital alloca-
tion. This is performed using the Euler Allocation framework [14].

Let O be a function from R” to R which describes a portfolio characteristic. This
function could be a total cost, or the portfolio variance, or again the tracking error
with respect to a benchmark portfolio. It is a function of a vector of weights w € R".
For any i € {1,...,n}, the number w; represent the percentage of capital allocation

n

contribution to crypto i. It is common to assume that 0 <w; < 1and Y w; =1, butit

i=1
is not compulsory. Thus, the previous information could be represented as con-
straints for an optimization process: the objective is to minimize (or maximize) the
function O, subject to the above constraints. If O is an objective function, the usual
mathematical framework to perform such an exercise is by the means of the
Lagrange multipliers, and it returns weight contribution satisfying the above con-
straints. The reader who is interested to discover the mathematical framework of the
Lagrange multipliers can focus on [15].

The disadvantage of this method is that the function O needs to verify certain
properties to apply the method (e.g., being of class C%, convex, or others), but also
the constraints. Many constraints, as well as their tightness, could lead to an
infeasible case, which is that no solution exists. In practice, it is easy to arrive to
this possibility, making the investor stuck in her investment.

In the case of analyzing the weights contribution, we propose a brand-new
method, which considers the function O itself as a function of direct market
parameters (as the returns, or sensitivities as the Greeks). This method finds its
foundation by the means of the Return Of Risk Adjusted Capital (RORAC)
[14]. Heuristically, the underlying allocation methodology is based on the Euler
Allocation. For instance, if O(x;,x;) =x; + 2x,, we have

0 00
X1 =5— (x1,x2) =x1; xza—(xl,Xz)ZZXz.
x

axl
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Then the contribution from the variable x, is twice as much as the one from the
variable x;, on (x,x,) = (1,1). This methodology has multiple applications to
Finance, e.g., Funding Costs Minimization (in the context of Margin Valuation
Adjustments, the allocation would be used to identify the highest contributing
sensitivities, and therefore clearly indicate a possible reinvestment under con-
straints). For an application to the Standard Initial Margin Model (SIMM), see [14].

Applied to our case above, one assumption we need to make on the function O is
to be differentiable on a semi-cone U € R”, with Or» € U, where a set of n € N*
parameters u € U (e.g., returns, sensitivities) can be defined. For the reader’s
information, a semi-cone of R” is an open subset of R” such that

Yu € U, VaERj, au e U.
It is equivalent to state that
Yu € U, MR+ cu.

In fact, the function O : U — R needs to be a homogeneous function of degree I,
which means that O is a differentiable on U, and

NeR, YuelU VaeR, 0(au)=a0(u).

It is easy to prove that O is a homogeneous function of degree [ if and only if O1is
differentiable and

i

It is possible to define the Euler Allocation Contributions as

vie{l,....n}, VueU.

On the one hand, not only do we have that

ici:l,

i=1

but also the sign of ¢; is mainly governed by the one of u; g—f(u). Thus, when

U describes intrinsic instrument characteristics (e.g., factors as scores), then ¢ may
here indicate a specific portfolio construction. Supposing O(u) > 0 (we expect this is
mostly the case in practice) for any u € U, with u the vector of returns, we have the
following strategy:
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 if u; > 0 (positive return) and g—fi (1) > 0 (positive contribution to 0), then ¢; > 0
and the position is long;

* if u; > 0 (positive return) and g—g (1) < 0 (negative contribution to 0), then ¢; < 0
and the position is short;

» if u; < 0 (negative return) and % (u) > 0 (positive contribution to 0), then ¢; < 0
and the position is short;

* if u; < 0 (negative return) and g—;’ (1) < 0 (negative contribution to 0), then ¢; > 0
and the position is long.

Rigorously speaking, it is a necessity to verify that the chosen function O is
RORAC-compatible. . . For a mathematical foundation of the RORAC methodology
coupled with the Euler Allocation, see [14].

Apart from the Euler Allocation, the methodology described in [14], proving the
convergence for a sequence of iterative estimations of a linear factor model, could be
a starting point for deriving a pure factor portfolio whose constituents are cryptos.

6 On Tracing Knowledge Publicly: The MathCoin [16]
as an Example

The author in [16] proposes to construct a blockchain whose content is mathemat-
ically based. This idea may deserve attention if we would like to expand to more
global knowledge, perhaps by creating another coin (a proof-of-stake shall be
considered, rather than a proof-of-work).

If we extrapolate this vision, the blockchain could be the mean of a 2.0 human
encyclopedia, where all the different knowledge, with their inventor(s), could be
stored and immutably be traced throughout the evolution of humanity. In fact, with
such a developed technology, humanity would ineluctably trace the origins of each
of its creation. Thus, there would not remain any obscure area in the history of
knowledge, of humanity. This tool could be an opportunity for studying the evolu-
tion of thinking in full transparency, having access to the subtle and deep details of
the history of a thought, of a developed technology, or of basically anything that is
intrinsically related to mankind. In this context, the incentive is clear: culture
departments of states should be interested in financing such potential change for
humanity for a research and development division elaborates on this, as the object of
this fascinating project may be way beyond what Bitcoin or Ethereum propose. . .



Conclusion

In this book, we have provided a framework for a general viewpoint of the mathe-
matics of blockchain. This viewpoint should further assist the mathematician, more
generally the curious reader, who is not used to the precise content of a blockchain.
More specifically, the reader is invited to bear in mind:

— The content and the connection of the blocks in the blockchain,
— The proof of control of bitcoins through digital signature, and

— The overall interactions between all the agents involved in the construction of the
blockchain.

In addition, we have seen that the developed theory in this book can be extended
to the most influencing papers in this domain. Besides, for each of these points, we
have seen that the engaged mathematics were (i) algebra, for the description of the
blocks’ content as well as their interactions, but also for digital signature and its
classical cryptography means, (ii) probability theory for describing laws around
blockchain, and (iii) further linear algebra through the implications of the users’
network modeling.

This book is an introduction to a further generalization, i.e., it might be interesting
to apply the same approach to other important cryptos, as Ethereum. Generally
speaking, the world of Crypto is going to extend. Thus, we do hope that the content
of this book is going to inspire the research community in order to develop the
environment and infrastructure of tomorrow.
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